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Preface

About the Object Management Group

OMG

Founded in 1989, the Object Management Group, Inc. (OMG) is an open memberstuppnafit computer industry
standards consortiurhat produces and maintains computer industry specifications for interoperable, portable, and
reusable enterprise applications in distributed, heterogeneous environments. Membership includes Information
Technology vendors, end users, government agencieéscatemia.

OMG member companies write, adopt, and maintain its spe
specifications implement the Model Driven Architecture® (MDA®), maximizing ROI through difedlycle approach to
enterprise integratiothat covers multiple operating systems, programming languages, middleware and networking
infrastructures, and software development environments.
LanguageTM); CORBA® (Common Object Request Broker Aegttitre); CWMTM (Common Warehouse Metamodel);

and industryspecific standards for dozens of vertical markets.

More information on the OMG is availablel#tp://www.omg.org/

OMG Specifications

As noted, OMG specificatianaddress middleware, modeling and vertical domain frameworks. A Specifications Catalog
is available from the OMG website at:

http://www.omg.org/technology/documents/spec_catalog.htm

Specifications within the Catalog are organized by the following categories:

OMG Modeling Specifications

1 UML

1 MOF
1 XMl
1 CwWM

1 Profile specifications.

OMG Middleware Specifications

1 CORBA/IIOP

1 IDL/Language Mappings

9 Specialized CORBA specifications
1 CORBA ComponenModel (CCM).
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Platform Specific Model and Interface Specifications

1 CORBAservices

1 CORBAfacilities

1 OMG Domain specifications

1 OMG Embedded Intelligence specifications
I OMG Security specifications.

Al of OMG6és formal speci f iagaftoin aunvebsiteaBrodicts implementing OMGI e d wi t |
specifications are available from individual suppliers.) Copies of specifications, available in PostScript and PDF format,
may be obtained from the Specifications Catalog cited above or by contactingjdut danagement Group, Inc. at:

OMG Headquarter$40 Kendrick StredBuilding A, Suite 300Needham, MA 0249WSA
Tel: +1-781-4440404

Fax: +1781-444-0320

Email: pubs@omg.org

Certain OMG specifications are also availaatelSO standards. Please conhttl://www.iso.org

Intended Audience

This specification will be of interest to stakeholders, developers and members of communities with shared regtorements
coordinate, collaborate, exdewcombined, coalition or muigency operations, and in doing so, share informaétated

to situational awareness and collaborative planning, and operational command and control. Their interest thiél be
extensive vocabulary provided by the SOREBM and the JC3IEDM's ability to integrate and store thétrmation.

The primary audience for the specification is product developers for emergency and crisis management (ECM) systems,
which include situational awareness, collaborative planning, aechtipnal command and control. This is an
acknowledgement that development capacity for many ECM organizations is extremely limited and they require
commercialoff-the-shelf (COTS), including opesource solutions, in order to expand or enhance commuanisathd

interoperability. This is different from the traditional approach prevalent in many military communities that tend tnfocus
custom integration for their solutions; but this too is changing rapidly, and can benefit from open standards.

After theproduct developers, the next audience is the integrators. Within this community, the specification targets the
analysts, engineers and developers responsible for delivering interoperable joint, coalition asagemalyi consultation,
command and controlg3) systems and services; or for gateways between the military and other participating
organizations and agencies. In these domains, integration around a single product or technology is not practical, as many
of the periphery organizations have establisinedstments that they are not willing to alter.
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Typographical Conventions

The type styles shown below are used in this document to distinguish programming statements from ordinary English.
However, these conventions are not used in tables or sectiomdgeadere no distinction is necessary.

Times/Times New Romanl10 pt.: Standard body text

Helvetica/Arial - 10 pt. Bold: OMG Interface Definition Language (OMG IDL) and syntax elements.

Calibri - 9 pt. Bold: Programming language elements

Helvetica/Arial - 10 pt: Exceptions

Note i Terms that appear italics are defined in the glossary. Italic text also represents the name of a document,
specification, or other publication.

Issues

The reader is encouraged to report any technical or editing issues/pratitartisis specification tdttp://www.omg.org/
technology/agreement. htm

About this Specification  Overview

This Shared Operational Picture Exchange Services (SOPES) Information Exchange Data Model specification is in
response to OMGOGadDDate gada, BusindsoRulesaandsSenaantids for consultation, command, and
control (C3) for crisis response operations. The SOPES IEDM is intended to enhance information sharing and operational
effectiveness of collaboration, command and control syst@esting in military and crisis response coalition and multi
agency operations.

Relationship to MIP

At the issuance of this specification, there is no formal relationship between the C4l DTF and the MIP. The J&@3{EDM
submitted to the DTF, after coordition with the MIP community, under a task funded by the United StateD@jBytment

of Defence (DOD). It was accepted by the team as a normative element of this specification. The objective of the
specification effort was a publicly accepted specifmatihat yields multiple commercial off the shelf (COTE)M

systems and applications integrating JC3IEDM semantics as part of their Application Program Interfaces (APIs).
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Specification Focus

The SOPES IEDM specification formalizes a platform independemif slata patterns for the construction, parsing and
processing of JC3IEDM semantics for situational awareness and collaborative planning. The data patterns appgly directly
a set of transactions for the MIP Joint Consultation, Command and Control aifomExchange Data Model

(JC3IEDM: version 3.1 c ratified December 2007). The specification provides this set of data patterns as buildifgy blocks
the exchange of information that is applicable to a wide range of operational communities, including:

A irsE Responders (e.qg., Police, Fire Department and Emergency Medical Personnel);

1 Government Agencies (Federal, Provincial/State, and Municipal);

Non-Governmental Organizations (NGOSs);

Other Government Department (OGD);

1
1
9 Private Volunteer Organizations (PVQs
9 Paramilitary and security agencies; and
1

Military (Joint, land, maritime, air, space and coalition).

These communities have comparable requirements for shared situational awareness, and collaborative planning. Their
operations are increasingly crossimganizational, agency and national boundaries. The participating organizations are
required to collaborate on asymmetr@attime operations such as: Crisis Response, Disaster Recovery, Humanitarian
Aid, Sustainment and Support Operations, Public HealthSafety, Stability Operations and Homeland Security. The
scope, complexity and frequency of these operations are presenting significant communication challenges. The SOPES
specification provides a core set of information patterns that have the patehtimlge evolving community semantiasd
ontologies.

Why the JC3IEDM

Over a near twenty year history, the Multilateral Interoperability Programme (now 27 nations) has evolved the JC3IEDM
from army centric data replication capability, under the Armyi€atCommand and Control System Study (ATCCIShto
generalized set of information semantics that has the potential to support a wide range of operational domains in the areas
of emergency and crisis management (ECM). The JC3IEDM provides a rich setihwgdbr consultation, command

and control that establishes a foundation upon which @ostin information sharing can be evolved. Ithis rich set

of semantics that the OMG seeks to leverage as part of its SOPES initiative. The OMG is takind EEMI68ck to

its origin, that of a Generic Hub (GH) for operational and tactical situational awarenessllabdrative planning

across heterogeneous organizations and agencies. The history of JC3IEDM is provided on the-Mi® web
(http://www.mip-site.con).

JC3IEDM does not present a 100% solution to the information sharing needs of the ECM community, but it doea provide
substantial underpinning to the integration of data comprising a core set of semanticEfoMlitemmunity. The

JC3IEDM continues to evolve as it moves into MIP Block 4 Design, and the SOPES IEDM will continue to be uplifted to
reflect increased capabilities for the underlying model.

Informal discussions with the MIP member nations exposed sahdtsire to share MIP technology and lesdeasned
from its rich history of accomplishment. It is felt that the JC3IEDM could enable and support the requirements of a
broader community such as the emergency and crisis management. Even if not ieginalECM systems, the
JC3IEDM provides a standard multinational command and control (C2) interface specifibatitte ECM Community
may see during ECM operations with military partriarseturn, MIP enabled organizations could interoperate with a
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broader community withoutnajor changes to its internal processes and structures. The OMG C4l DTF represents an
opportunity for the MIP and ECM communities to leverage each others' activities in a neutral forum.

For broadbased interoperability to evolve ing near and medium term, it is crucial that communities leverage practices,
products and technologies that have proven to be effective and have community acceptance. The JC3IEDM oepresents
of these specifications.

ECM Community Semantics

Based on thearge number of community efforts to develop semantic exchange models, the scope and urgency of the need
is clear. The OMG realizes that message semantics are the purview of the individual communities. However, the OMG
does see a role in the specificatidnihe more technical aspects of information sharing and those areas not being actively
addressed by the community. This model of collaboration is working well with the healthcare community, in specific

with HL7.

These ECM community efforts have demonsttateme interoperability; but these efforts are not realizing the

expectations of the communities and stakeholders. Issues such as information assurance, information protection, security
and privacy are hindering progress in many areas. It is these aie&swiation interoperability that the OMG is seeking

to address.

The foundation of information interoperability is the capacity of each partner to: interpret, process, store and report
received information; and to assure that the correct meaning isthfend maintained by its information systems. The

producer of the information must understand how to assemble, structure and format the information (e.g., the message) in a
manner that effectively conveys meaning and enables automated processing; wdlingreensitive, private and

classified information. There needs to be the capability to specify the policies and rules for constructing and marshaling
the datasets comprising an exchange message (in this document referred to as a "semantic").fithittospdescribea

generic UML representation for expressing these policies (Annex A).

SOPES IEDM

The SOPES IEDM specifies a set of data patterns describing the policies for constructing and processing the data
comprising a community semantiin termsof a common set of JC3IEDM transactions. The SOPES IEDM builds on the
ATCCIS and MIP efforts to address the limitations of traditional formatted messaging approaches that did nodatapport
integrations and the growing needs of decision makers for gurglirmation in a form that could be processififprmation

and decision support systems. These formatted messages included:

9 ADatP-3 - Allied Data Publication No 3Message Text Formatting System;

1 OTHGold- OverThe-HorizonGold message format to the coron operational picture (COP);
I USMTF - Uniform Services Message Text Format;

1 VMF - Variable Message Format;

1 CMF - Common Message Format; and

1 Others.

The principle challenges associated with properly using these formatted messages lay in: 1) inconglisteantation of

rules for preparing the data to be exchanged; 2) inconsistent implementation of rules for processing the data when it is
received, and 3) widely varying community message styles. Consistent implementation of message exchange and
processingules may have as much to do with conveyance of meaning as the semantics and structure and syntax of the
messages.
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To address these challenges in the early 1990s the ATCCIS and then MIP efforts undertook the development of a data
exchange mechanism (DEMinitially called the ATTCIS Replication Mechanism (ARM). The mechanism controlled the

data replication process between JC3IEDM enabled systems or nodes (similar to other data replication architectures, e.g.,
"COP Sync" used in the US Global Command andi@b8ystem). It is through the Data Exchange Mechanism (DEM)
specification that the MIP community governs the semantics of information exchange. Multiple information exchange
options now exist that did not exist when the ARM and DEM were first concelgathy, there are many who are

interested in exploiting the semantics of the JC3IEDM in service oriented architecture (SOA), web services, web portals
and/or DateDistribution Service for Redime Systems (DDS) implementations. For communities to use I\ &vith

modern platform specific dissemination technologies, requires representation of the DEM information exchange business
rules in a platform independent manner. This specification provides a platform independent representation of the
JC3IEDM and itdnformation exchange business rules.

Reusable Information Patterns

The SOPES IEDM differs from the JC3IEDM because it focuses on the use and exchange of information rather than the
storage schema. It provides a generic set of reusable information péalt@rsupport both situational awareness and
collaborative planning for a broad cross section of the ECM community. The set of 180+ patterns are divided into sixteen
packages, including:

=

Actions;

Capabilities;

Context;

Control Features;
Facilities;
Geograhical Features;
Holdings;

Locations;

Materiel;
Meteorological Features;
Object Item;

Object Type;
Organization;
Personnel;

Plans and Orders; and

=4 =4 -4 -4 -4 -2 -5 -5 -2 -2 -2 -5 -5 -2 -2

Reporting.

The patterns are derived from the JC3IEDM and allow individual communities to select and uset afspdiserns to

address their specific operational needs. The pattern based approach also simplifies their applications by focusing on only
those parts of a rickemantianodel that provides value to them. The patterns allow communities to implemecttt obje

based solutions independent of the relational nature of the JC3IEDM, while maintaining the inherent semantics of that
model.
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Benefit to MIP

The MIP community is expected to benefit from the generalization, abstraction and formalization of JC3IEDNcsemant
as part of an open commercial specification through:

1 The use of the JC3IEDM semantics within the information systems organizations engaged in targeted operational areas
(e.g., OGDs, NGOs, and PV);

9 The use of the JC3IEDM in the national domains durimgedand security, public safety and-tietivil -power
operations;

9 The expression of a reusable set of information patterns (building blocks) aligned to most architectural frameworks
(e.g., Public Safety Architectural Framework and Zachman);

A The atbmogeldrie marchitecture (MDA) practices;

91 The development of multiple cesffective commercial off the shelf (COTS) implementations available to military and
nonmilitary agencies; and

9 The alignment with evolving information distribution technologiash web services, SOA and DDS.

The current MIP implementation relies on continual community interpretation of the shared physical schema to design and
develop the information exchange patterns for the construction of messages and to the consistdingnafrehessages

to a JC3IEDM instance. This MIP approach has demonstrated a sophisticated information sharing capability, but also
shows several procedural limitations, including:

9 The need for high levels of collaboration and testing between commurtityigants.

1 The impracticality of growing the MIP community to included a large number of OGDs, NGOs, PVOs, First Responder,
etc. organizations;

9 The tight alignment of the JC3IEDM with MIP's Data Exchange Mechanism (DEM) as the only supported mechanism
tha integrates the business rules challenges the JC3IEDM's integration into national information sharing infrastructures;
and

9 The high lifecycle costs and complexity make it prohibitive for smaller organizations and agencies.

The SOPES, Information Exchangemework (IEF) and Emergency, Crisis and Major Event Management (ECMEM)
initiatives can provide assistance to a broader community. Open commercial specifications, such as SOPES, will provide
insight into domain independent approaches and provide thatjabter implementation of opegsource, shareware and

COTS implementations, thereby facilitating the adoption of JC3IEDM semantics and reducing dependencies of the
approach on the DEM. This will facilitate the use of JC3IEDM semantics in the broader aggrand further mitigate

the procedural limitations inherent in current MIP approaches.

Benefit to other Communities

The MIP community has similar legislative and regulatory requirements to share information as do the ECM
organizations targeted by the BBS initiative. Over two decades of design, implementation, testing and demonstration
the JC3IEDM has evolved a rich vocabulary covering a broad spectrum of situation awareness and collaborative planning
domains. This testing and demonstration progranphagen the capacity of open standards and information modeling to
address a wide range of operations requiremantmny reaching far beyond the military requirement. This proven track
record and acceptance of such a large community are achievementeshattaroperability initiatives cannot claim.

The JC3IEDM semantics represent a foundation upon which information sharing solutions can be evolved.
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The twentyseven (27) nations, forming the MIP community, have expended significant operational, management
development resources to the development of the JC3IEDM. This level of expenditure is far beyond the capacity of most
organizations being targeted by this specification. The knowledge and lessons learned by the MIP community are
available to be explted by the broader ECM community. Through this specification the OMG is offering a vehicle to
exploit this significant knowledge base.

The reality of the new millennium is that, increasingly, military and-military organizations are jointly involved in

operations such as peacekeeping, humanitarian aid, reconstruction operations, security, public safetg-aivl aid

power operations. Stakeholders in these operations are seeking interoperable information systems as a resource multiplier
in an environmat of scarce resources. Domain specific specifications will not address this broad requirement; nor
address the current requirement to integrate all partner communities into one proprietary solution.
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Way forward

The OMG C4l DTF seeks to expaitd work with other taskforce and standards bodies to align a set of open stasucrds
publicly accepted specifications that yield multiple commercial and-sparce implementations. The platfomndependent
model (PIM), presented in UML, expresses the transadtgmrmaantics of the underlying JC3IEDM schema in a manner
that promotes the development of multiple platform specific model (PSM) transformations useful for implementers
including Java, C++, and the consistent expression of policy/rules in a variety afl fanguages (e.g., SWRL),
XSD/XML, and Web Ontology Language (OWL). Using the construction and processing patterns expréssétMh
model, the communities can develop semantics and implementations tailored to their operational needsiadssured
exchanged information meets the core semantics of a common data model (JC3IEDM).

Through subsequent revisions the SOPES IEDM will continue to leverage the MIP effort and advance interoperability
both within and among heterogeneous operational domains.

The C4IDTF is currently working on Middleware and Related Service (MARS) Platform Taskforce (PTF) under the
Information Exchange Framework (IEF) working group (WG) to develop specifications for other interoperability
requirements. The IEF WG is seeking to aligrdevelop a set of specifications for craksmain secure policy based
information exchange (/sharing) environments. Additional information can be found at the MARSHIYKI:
www.omgwiki.org/mars/doku.php?id=ief.
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1 Scope

Foll owing 9/11, the Object Management Groupébés (OMG) Con
Intelligence (C4l) Domain Taskforce (DTF) initiated the Shared Operational Picture Exchange Services (SOPES), to
publish a series of publicly accepted specifications that would enable emergency and crisis management (ECM)
organizations to develop or acquire interoperability solutions. During the early stages of this undertaking, it became
apparent that there was a muchdmer community that could realize benefit from the SOPES specifications; these
communities included the NeBovernmental Organizations (NGOSs), Private Volunteer Organizations (PVOs), and Other
Government Departments (OGDs) and the military.

Through the SOES effort, the DTF seeks to advance and promote specifications that will provide affordable information
interoperability solutions. These solutions would be integrated into commercially available products and not require the
current amounts of custom despinent and integration prevalent in the military systems, and in interoperability solutions
generally. The taskforce also realized that SOPES mirrors the efforts of several other community consortia, as well as

several other OMG domain and platform taskés. The SOPES initiative intends to, where applicable, adopt and
integrate community accepted specifications and standards.

One such standards effort is the Multinational Interoperability Programme (MIP), which for more than 20 years has been
developingtesting and demonstrating interoperability solutions within in a community that now numbers 27 nations. Its
efforts have pioneered significant advancements in the exchange and integration of situation and planning information.
The DTF sought to exploit thIP capability to integrate information from multiple national systems into a shared
operating picture through the development and adoption of the Joint Consultation, Command and Control Information
Exchange Data Model (JC3IEDM).

Having reviewed the MIPammunity accepted specifications; the authors came to appreciate that the open, multinational,
standardized command and control semantics of the JC3IEDM could form a normative specification for operational
situational awareness reporting as well as respansl collaborative planning suitable for a broad range of crisis,

emergency and major event management communities. It could integrate and store information from a wide range of
sources and enable the implementation of a shared operating picture. @sd@BtEDM as a foundation, the team

undertook the development of a transactional model to standardize the business rules (interface) for the use of the
JC3IEDM and provide a set of information building blocks (architectural components) upon which ECM mitiesmu

could align their messaging semantics. The MIP community was engaged and has been supportive of the SOPES process
objectives, standards definition, and leveraging of the JC3IEDM.

The Shared Operational Picture Exchange Services (SOPES) initeflieets an increasing community focus on delivery
of flexible and adaptive information sharing capabilities to address a wide range of asymmetralcbsituations and

events. Communities are seeking advanced, effeeded operations, network enabtegbability, and networkentric
operations. This is forcing organizations to investigate advancements in information systems that assure timely, quality,
accurate information to decision makers, while effectively protecting sensitive or classified idiorinoeh malicious or
inadvertent release. Delivered communities of Interest (COIl) systems need to provide seamless integration-with multi
agency operational networks; provide integrated strategic, operational and tactical pictures that capture kaonwledge
enhance situational awareness (SA); and support collaborative planning and deeiking. Although much of this
capability will be transparent to the ender, it will contribute significantly to the effective allocation and use of scarce
resources é&fore, during and after ECM operations.

The objective combined SOPES + IEF capability will be the specification an architécivga, policyenforced
Information environment that enables shared situational awareness and empowering decision supoanthroug
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interoperable operating environment. The resulting specifications will enable ECM alerting, response, consultation,
collaboration, command, control and communications capability which are expected to evolve over time and adapt to
community informatiorand knowledge sharing needs. The specifications will enable individual communities and/or
organizations to tailor solutions to their own legislated mandate, policies and practices.

2 Conformance Criteria

2.1 Required Compliance

A SOPES IEDMcompliant serice is required to implement information transactional semantics as expressed in the XML
Schema Definitions (XSD) provided for in Annex or the following packages:

1 Type £ OO XSD: is an Object Oriented XSD which allows for the selective use of thBpe#ittransactionals; and

1 Type 2 Minimal XSD which requires the integration of the business logic specified in the transactional models into the
endnode logic and the processing of keaide XMI documents.

Compliant environments will demonstrate theawty: to aggregate data into SOPES IEDM compliant transactions (as
specified in either TYPE 1 or Type 2 XSDs); and on receipt of a transactional data set marshal the data into the data store
in accordance the SOPES specified Rules.

2.2 Optional Compliance Points

A SOPES IEDMcompliant implementation that supports processing of MIP specifies Protocol data units (PDU) and the
test cases provided for the MIP Test Reference System (MTR®&pat//trac.fkie.fgan.d8MTRS. Compliant environment
must demonstrate an equivalent capability as that illustrated in section 1.19.2.

MIP PDU Grammar can be found in MTIBAhnexA-MIP_DEM_SpecificationrDNK-SEAWG-3.8.pdf.
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3 Normative References

The following MIP documents afeundational to the SOPES IEDM,; the following are the normative MIP documents:

1 Multilateral Interoperability Programme's Joint Consultation, Command and Control Information Exchange Data
Model (JC3IEDM) V3. 1 c. (Note: at the time of submission MIP JC3IE@rsion 3.1 e is being published and
renumbered as version 3.0.2 (reflecting a new MIP numbering scheme). The differences between version 3.1 cand 3.1 e
are considered minor in the context of the SOPES IEDM specification. Looking forward, the Miénglyzur
assessing transition to a UML PIM as its normative reference. Future revisions of the SOPES specification will adopt
the latesversion of JC3IEDM and will transition to a MIP provided PIM when officially published.

1 Multilateral Interoperability Fogramme's Joint Consultation, MIP Information Resource Dictionary (MIRD).

3.1 MIP JC3IEDM References

The following references, which can be foundhip://www.mip-site.org/,form the document set for the JC3IEDM
version- "UK-DMWG-Edition_3 .1 c™

JC3IEDM-Overview
JC3IEDM-Main J
C3IEDM-Annex A-Glossary
JC3IEDM-ANnnex B-Entities
JC3IEDM-ANnnex GAttributes
JC3IEDM-ANnex D-Relationships
JC3IEDM-ANnnex EDomain values
JC3IEDM-ANnnex FOther domains
JC3IEDMANnnex G1BRs TextUK
JC3IEDM-Annex G2BRs-Coded
JC3IEDM-ANnex HClass words
JC3IEDMANnex HDeflX-UK
JC3IEDM-ANnnex JReferences
JC3IEDM-ANNnex K-Logical view

JC3IEDM-ANnex L-Physical view
JC3IEDM-ANnex GXML
JC3IEDM-ANnnex RSQL Script
JC3IEDM-MetamodeliSpecification
JC3EDM-MIRD.mdb
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The following references are developmental JC3IEDM artifacts derived from theDMWG-Edition_3. 1 c" version:

1 PIM - Developed by Institute for Defense Analyses, Enterprise Architect

1 Army PSM SDK- Developed by Institute for Defense AnalysEsaterprise Architect
The normative reference for the JC3IEDM is the MIRD (JC3IERMNRD.mdb) which captures the completeecification and
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business rules for the JC3IEDM in metadata form. International Standards and Specifications
Elements of the followig international standards are integral to this specification:

1 ISO/IEC 19501:2005, Information Technologyersion 1.4.20pen Distributed Processiddnified Modeling
Language (UML).

1 ISO/IEC 19502:2005, Information technologstandard Meta Object Fatity (MOF), metamodeling and metadata
repository.

1 ISO/IEC 19503 :2005, Information TechnologyKML Metadata Interchange (XMI), a metadata interchange standard.

3.2 Reference Materials

The following materials are referenced by this specification:

1 Not appicable

3.3 Additional Material

The Enterprise Architecture Project (EAP) file used to generate the model presented in this specification is also provided
on the OMG Web site: 2009021 3_SOPES_|EDM_Revisiedb.BAP.

Information on the MIP Test ReferencesBgm can be found atttps://trac.fkie.fgan.de/MTRS.

Additional information on MIP and JC3IEDM development can be fourdtps://trac.fkie.fgan.de/JC3XMandhttp://
mda.cloudexp.com/.
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4 Additional Information

4.1 Submitters

The following OMG member submitted this specification:
1 Advanced Systems Management Group Ltd. (ASMG), Canada

This specification was developeddar an open Information Assurance (I Assure) Defense Information Systems Agency
(DI SA) contract vehicle. Sponsorship was provided by th
Systems and Concept (AS&C) and Networks and Information Integr@ti) offices. Technical oversight was provided

by the Naval Undersea Warfare Center, Newport.

4.2 Supporters

The following companies support this specification:
9 Office of the Secretary of Defense (OSD) DDR&E AS&C;
Office of the Secretary of Defense (OSfletwork and Information Integration (NII) [ICCTS]

US Joint Forces Command USJFCOM ;
NATO Consultation Command and Control Agency (NC3A);

US Army, CIO G3/5/7 and 6;

Institutes for Defense Analyses (IDA);

Naval Undersea Warfare Center, Division Newport {MC)); and
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Canadian Department of National Defence Information Management Group (IM Group), Enterprise Information
Security Environment.

The Multilateral Interoperability Programme (MIP) recognizes the United States efforts, through this specification, to
broaden awareness and adoption of the JC3IEDM by industry and interfacing agencies and organizations.

4.3 Acknowledgements

The following individuals or organizations provided their expertise to parts of this specification and/or have assisted the
SOPES IEDMeam in the development of the specification:

1 Advanced Systems Management Group Ltd.

1 Naval Undersea Warfare Center (NUWC);

1 Institute for Defense Analyses (IDA);

1 Department of National Defence (DND), Enterprise Information Security Environment Project;
1 Multilateral Interoperability Programme (MIP); and
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1 Computer Science Department of Carleton University (Ottawa).

4.4 Relation to other Specifications, Standards, and Initiatives

SOPES authors were directed to, wherever possible, adopt and integrate exldiolg @ccepted specifications and

standards. Specific to this specification, the author of the SOPES Information Exchange Data Model (IEDM) has adopted
the MIP JC3IEDM Version 3.1 ¢ as its normative information environment. (Note: at this time MIP JC3#&Bibh 3.1 e

is in the process of being published as version 3.0.2 (reflecting a new MIP numbering scheme and minor changes with
respect to version 3.1 c). Future revisions of the SOPES specification will adopt the latest version of JC3IEDM.

In additionthe specification incorporates elements of the following specifications and standards:

1 UML Class diagrams are used to model the Semantic patterns for the JC3IEDM logical and physical schemas. A
description of the usage of UML is provided in Annex 2.

OCL isused to express model navigation constraints and construction plans for the specified data patterns.
XML Schema Definition XSD) is used as a platform specific implementation of the data patterns.

JAVA is used as a platform specific implementation ofaitegramming patterns derived from the UML.

=2 =4 =2 =4

UML Profile for DODAF and MODARUPDM) is used to provide an architectural basis for the SOPES IEDM
modeling paradigm.

1 JCSIEDM is the normative specification for the information and data patterns described dpetifgcation.
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5 SOPES

The Shared Operational Picture Exchange Services (SOPES) is an initiative of government, academia, and industry,
through the Object Management Group (OMG) Consultation, Command, Control, Communications and Intelligence (C4l)
Doman Taskforce (DTF) to define a framework for a set of open standards that specify a secure and trustbegsalicy
information exchange services to enable information interoperability in the emergency and crisis management (ECM)
domain. The SOPES objectis include:

1 Improve shared situational awareness and collaborative planning capability in coalition aradjendyi operations;

1 Increase interoperability within and between organizations, systems and applications;

I Facilitate the implementation and deplamhof capability to meet the emerging requirements of stakeholders and

users;

1 Enable the exploitation of community information assets;

1 Improve the quality of information sharing, focusing on the following characteristics:

= 4 -4 A4 -2 -

1

Accuracy: semantics to accuratelynvey the perceived situation.
Relevance: information tailored to specific requirements of the mission, role, task or situation at hand.
Timeliness: information flow required to support key processes, including decision making.

Usability: information preented in a common, easily understood format.

Completeness: information that provides all necessary (or available) information needed to make decisions.

Brevity: information tailored to the leveif-detail required to make decisions and reduces data aderlo

Trustworthiness: information quality and content can be trusted by stakeholders, decision makers and users.

1 Control the spiraling lifecycle costs of information systems and technology;

1 Improve the management of private, confidential and sensitiveriaf®mn; and

1 Increase flexibility, agility and adaptability in deployed information systems.

5.1 Benefits of the SOPES IEDM

As an open specification the SOPES IEDM provides several benefits, including:

The ability to leverage the knowledge, skills and eigree of both the OMG C4l DTF and the MIP community in the
areas of command and control and information interoperability.

1 Anincreased ability to control overall lifg/cle cost through industry demonstrated benefits of open standards,

including:
i Increase Interoperability;
i Vendor neutrality;
i Efficient use of existing resources;
q Greater use of automation;
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Greater use of model driven architectures;
Greater flexibility and agility;
Greater number of COTS options, provide more opportunities to optimize;

Lowerand more manageable risk;

Increased robustness and durability;

Improved system and application quality; and

= 4 -4 -4 -2 -2 -

Increase available resources and skills.

1 Implementation of multiple commercial off the shelf solutions that provide community participants vatis gpid a
means to control lifeycle costs.

1 Implementation of operource solutions.

1 Improved ECM community interoperability.

5.2 SOPES IEDM Scope

The SOPES initiative will deliver a set of open specifications that deliver policy Sesedntic Interoperability

between heterogeneous information systems. The capabhilitgnable two of more community systemsexchange
information between systems and have the meaning of that information preserved. The information will be automatically
parsed, interpretk stored and reported by the receiving system in a manner that produces a desired result, as specified by
the community of interest.

Over the last decade the community has started to appreciate the value of formal languages for expnesgitggthat

emable coordination, collaboration, command and confirbls SOPES IEDM proposal has as an objective to formalize

a set of reusable information partihs, based on the JC3IEDM, whican be used as building blocks for community
information exchanges / messagy(referred to as "semanticsThese patterns capture a formal set of policies (business

rules) governing the production and interpretation of semantically complete JC3IEDM messages. The patterns are agnosti
to the exchange protocol andn be equally@plied to XML, Protocol Data Units, or other exchange syntax or protocol.

They simply specify whicinformation (/data) elements are included in a semantically complete information exchange;

as specified by theommunity.

Figure 5.1 shows how SOPES IEDMbpides reusable information templates (referred to as transactionals and wrappers)

t hat can be aggregated into community specified semant.
imessage payl oads, 0 or fA daieisysternnhag employR dansdfornratmmioamap theé GOl a p p |
message payloads to and from the local application data representation. Exemplars for semantics can be found in Chapter
11.
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Figure 5.1 - Community Exchange Using SOPES IEDM Semantics

The transadbnal patterns expressed in the 16 subject areas outlined in Chapter 10 permit communities to adopt
meaningful subsets of the data model, rather than the model as a whole. This has been a started desire of many
communities seeking to adopt the JC3IEDM, ethprovides a rich C3 vocabulary and exchange capability.

5.3 JC3IEDM Introduction

The Joint Consultation, Command and Control Information Exchange data Model is a normative part of this specification.
It provides the persistent data structure and voeapulnderpinning the transactional patterns expressed in Chapter 10.

5.3.1 The Challenge

The diverse information needed to maintain situational awareness and mount an effective response to a natural or man
made disaster has typically resulted in the comatif numerous pedp-peer system or service interfaces. Such an adhoc
set of capabilities is typically expensive to build and maintain and places a significant burden on new partners and
established partners alike. Importantly, effective and efficieaagmtion of automated processing of heterogeneous data
sources has not been achieved at any sustainable level; causing the communities to rely instead on manual collection,
analysis and coordination. Operation centers suffer from an abundance of ddtaswifficult to manage, access, use

and share; resulting iDATA OVERLOAD . Data is often redundant, inconsistent, inaccurate and lateaking it

virtually inaccessible to the decision makers. Bataehousing, datbusion and decision support applicats provide

excellent approaches for transforming data into useful and reliable information for decision makers and to achieve
situational intelligence. Unfortunately, the proliferation of situational awareness, command and control (C2), planning
and dedaiion support applications has resulted in almost as many information representations and treatments of situational
and planning information as there are applications.
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This challenge has been at the heart of a wide range of technical efforts over tlesvpasdrs; including the increasing
focus on communities of interest (Col). Typically, the first step in the journey involves the development of a common or
shared data schema (e.g., a community XML schema). These efforts seek to provide a structasdfdoning

information to a single interface definition for a community, and thereby control the proliferation-td-peer message
schema definitions and their associated resource costs. Individual systems (/applications) need only supply-a single (bi
directional) interface to the community; resulting in a dramatic decrease in the number of interfaces to be developed and
maintained.

In spite of their initial success, these solutions have often proven to be rigid and brittle; moving, but not elinli@ating t
stovepipes. The communities of interest require constant interaction at the business and technical levels to adtieess even
smallest change in information requirements or business rules. Without this interaction, applications tend thffenidg a
application of business rules against a data model, deprecating the interoperability the underlying niadehteasto

deliver. Additionally, the approaches often require steep learning curves on the part of new entrantsrotingty in
environmentghat typically have a scarcity of subject matter experts.

5.3.2 JC3IEDM

The Army Tactical Command and Control System (ATCCIS, 129Q41) and the Multilateral Interoperability Programme
(MIP, 1998- present) have steadily worked to develop operationatiesiahical consensus on protocols and semantics for
coalition collaboration, coordination, command and control. The semantics are captured today in the Joint Consultation,
Command and Control Information Exchange Data Model (JC3IEDM), a single normaligeal data model supported

by many heterogeneous information systems fielded by coalition and industry partners. As the adoption of the JC3IEDM
specification expands to a broader community comprising more than 27 NATO, Partners for Peace and aligegd nation
approaches are being sought to facilitate the integration of the JC3IEDM into a greatsectiossof these command

systems. JC3IEDM provides an information exchange standard enabling coalition military and other partners are to work
effectively witheach other during emergency/crisis response and humanitarian operations.

5.3.3 Army Tactical Command and Control Information System

NATO operations require deployed forces to form part of combined and joint coalition formations. Earlier operations
focusedon general military (war) requirements. Increasingly NATO is being employed in large scales crisis response and
humanitarian operations. These operations require all participating national units to operate in cooperation with each other
other governmerdepartments (OGDs), negpvernment organizations (NGOSs), private venture organizatfwvi®s),

emergency medical personnel (EMP) and first responders. To operate effectively commanders and comduist@as

common view of the operational area thabash timely and accurate. Supporting C3 systems need tonfassation

within and across national, organizational and language boundaries. Moreover, C3 information pnaxded to the

strategic levels of command including national organizations.tfaddilly, NATO forces must interagtith nonNATO

nations, norgovernmental bodies, and international and national aid organizations. The focumtéithperability effort was

inter-unit, interagency and international sharing of:

1 Situational awareness
91 Orders, plans, and intentions; and
1 Capabilities and status of friendly and hostile forces.

The NATO Military Committee issued a statement of the military requirement (MC245) in 19@6ifont er oper abi
bet ween aut oma tTesdvisighary stemenyrentaiasmaid tédday. MC245 led to the Supreme
Headquarters Allied Powers Europe (SHAPE) initiated the Army Tactical Command and Control Information System
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ATCCIS (ATCCIS) programme (circa 1980). The ATCCIS objective was (and still remains) a dextezhkevel of C2

system interoperability based technical standards agreed by Nations and prescribed by NATO. The programme set out to
identify the minimum set of specifications, when integrated into a C2 system that would deliver interoperability between
heterogeneous national C2 systems during coalition operations. In October 2001, the ATCCIS and MIP nations decided to
merge in order to prevent divergence, to save resources, and to foster interoperability in a broader arena.

5.3.4 Multilateral Interoper ability Programme

A parallel programme, the Multilateral Interoperability Programme (MIP), was established by the Project Managers of the
Army Command and Control Information Systems (C2IS) of Canada, France, Germany, Italy, the United Kingdom and
the Unied States of America in April 1998 in Calgary, Canada, to replace and enhance two previous programmes: BIP
(Battlefield Interoperability Programme) and QIP (Quadrilateral Interoperability Programme).

Follow-on the merger of the MIP and ATCCIS in 2002, Miéhtinued the evolution of the LC2IEDM. The focus of this
evolution was an expansion of its core capability to maritime, air and joint operations. This is being followed by the
integration of collaborative planning elements of joint and coalition opegatibis the latest rendition of this effort, the
JC3IEDM V3 .1 ¢ (STANAG 5525) which forms the foundation of this specification.

Additional information on the ATCCIS and MIP programmes can be found at the MIP welngitemip-site.org

5.3.5 The Remaining Challenges

After repeated demonstrations of data interoperability MIP systems are only just beginning deployment. Many of the
national implementations are proving to be rigid and brittle, as is the business foochssdevelopment and extension

of the underlying business rules. The business rules are frequently encoded in proprietary command and control (C2)
applications. These rules have been developed and agreed to by the core MIP implementers and regnotre cons
interaction at the business and technical levels to address even the smallest change. Additionally, the approach has
demonstrated a steep learning curve for new entrants to the community (community of interest) and a scarcity of subject
matter expertsThe MIP has recognized that it mustfaetor its processes, products and deployed capability concepts

without losing the stable and foundational data standardization work it has done. This refactoring is intended to
generalize the MIP solution such tllaé exchange mechanism and the semantics are decoupled. The MIP desiresito make
easier for partners to implement alternative architecture to meet national (organizational) needs. The MIP has also
recognized the need to adopt open architectural frankest@ndards and approaches to system of system engineering,
development and testing. These changes are expected to help address the challenges that are hindering the exploitation of
the JC3IEDM and the desire of the community to expand its use. Accordihghg is a strategic collaboration impliicit

the OMG leveraging the MIP COIl work and the MIP leveraging the OMG emerging open standards for information sharing
and management. The SOPES specification supports:

1 New Adopters Establishing process andheaal elements, to assure that new adopters are successful in the
integration of the JC3IEDM into new and legacy C2 environments.

1 Communities of Interest (Col} Providing the elements needed to position the JC3IEDM at the foundation of
community of interst semantics development in the C3 domain.

1 Information Assurance: Providing the ability to extend the JC3IEDM to address underlying information security
challenges faced by the C3 Community.

1 Expansion of the Community Enabling the use of the JC3IEDM byganizations other than the military(e.qg.,
OGDs, NGOs, PVOs, and First Responders) and using the JC3IEDM to form a bridge between military organizations
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and the OGDs, NGOs, PVOs, and First Responders.

i Expansion of use to ECM OperationsEnable the use of¢hJC3IEDM in a wide range operations including: crisis
response operations, sustainment operations, humanitarian aid and reconstruction.

The challenge now entails the integration of military, government and civilian information into a shared operational
picture while assuring the proper use and protection of that information. The balancing of national, organizational and
agency needs for information to most effectively fulfill their individual roles. will require the integration of information
from an expading number of community ontologies and semantics. The SOPES IEDM is seeking to establish an
architecture based approach to accomplishing this integration in the domains of situational awareness and planning. It is
hoped that the SOPES IEDM will also edislb a foundation for greater levels of semantic interoperability in the future.

5.4 Ontology

Within the context of data, information and knowledge manageratdlogy is defined as an information model

describing a set of concepts within a domain ofregeand the relationships between those concepts. This specification
describes a set of information exchange concepts for ECM situational awareness, coordinated response and collaborative
planning. The IEDM describes a set of data and/or informationrpatbemsed on JC3IEDMompliant data store

transactions and information elements (i.e., data entities).

The Information patterns (Chapter 10 and 11) describe:

Individual information elements.

Classes: sets, collections, or types of objects.

Attributes: prorties, features, characteristics, or parameters.

= =4 =2 -4

Relations: ways that objects can be related to one another, for data storage and in the construction of semantics
(meaningful data object: this specification).

1 Events (watch points): changes to the datr@mwent (e.g., attributes or relations) that trigger an exchange of
information.

The specification describes set of policies for constructing and interpreting information exchanges using reusable
architectural components (information building blocks) radid directly to commonly used architecture frameworks.

5.5 Coverage of the JC3IEDM

As stated, the specification describes a set of information patterns. The patterns enclose all information elements (tables)
comprising the JC3IEDM,; providing 100% coveragfehe version 3.1 c tables. This does not infer that the specification
describes all possible information patterns available from the JC3IEDM. The specification does provide a core set of
transactional patterns, upon which, Cols can quickly establismiation sharing capability. It also stipulates that the

speci fication is extensible: existing patterns can be e
requirements.
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5.6 Platform Specific Models

5.6.1 MIP Transactional Middleware and C ommunity Semantics

The current MIP Common Interface (MCI) specification describes both the information exchange protocol and explicit
natiorrto-nation data replication data units. MIP partner nations implement sysieaific architectures with unique

internal services and build a national MCI peoftpresence for exchanges with other nations. MIP has defined some
relatively coarse exchange and update message semantics, specifically Operational Information Groups (OIG) (e.g., Blue
Situation, Red SituationMIP has not defined a common internal middleware specification for system developers. This has
made JC3IEDM education, adoption, implementation and testing more difficult in general and especially so for
organizations, agencies and projects not diresigaged with the MIP Col technical community or directly involved in its
internal testing program. Too often when communities are exposed to the JC3IEDM the large IDEF1X data model
diagram falsely creates the impression that the JC3IEDM is monolithichBHRn extensive documentation which is full

of operational examples that use only parts of the JC3IEDM, but they do not expose per se the logical semantic building
blocks that would support message formulation or interpretation.

The MIP has recognizedtiee ed t o correct the Amonolithicd JC31I EDM a:
managers and implementers often initially express. A number of MIP efforts are underway to provide a broader and more
modular set of useful technical artifacts supportingoadion, reference, and implementation purposes. They include

recent efforts to incorporate model driven architecture concepts and methods and a UML PIM representation of the
JC3IEDM. Additionally, various generated platform specific implementations Xd\W.,Schema and OWL/RDF, have

been developed. A Software Development Kit (SDK) leveraging some of these products is being used to demonstrate JC3
SOA capabilities. The exemplar semantics presented in Section 8 are aligned with these efforts. In thi& GRS

provides a modular design pattern, a useful model, exposing how to compose the information sharing semantics of a
shared operational picture exchange service.

The SOPES IEDM delivers a UML model describing the JC3IEB&ded semantic constructiolaps and a set of Java
objects (PSM) (Annex E) that can persist, marshal andharshal XML instance documents that validate against a
SOPES XSD (PSM) (Annex D) or the standard MIP Protocol Data Units (PDUs). These PSMs can be used to deliver a
JC3IEDM conpliant Web Service.

5.6.2 Web Services

A Web serviceis defined by the World Wide Web Consortium (W3C) as "a software system designed to support
interoperable machinm®-machine interaction over a network." Web services are frequently just Web APIsriHz ca
accessed over a network, such as the Internet, and executed on a remote system hosting the requested services.

The W3C Web service definition encompasses many different systems, but in common usage the term refers to clients anc
servers that communitausing XML messages. Common in both the field and the terminology is the assumption that

there is also a machine readable description of the data processing operations. The SOPES IEDM specifies a set of
reusable information building blocks that combioalefine an XML document set for the ECM community.

5.6.3 Semantic Web

The Semantic Web is an evolving extension of the World Wide Web in which web content (in this case a JC3IEDM
compliant Data Store) can be expressed in a format that can be read abyg sefidiare agents, thus permitting them to
find, share and integrate information more easily. At its core, the semantic web is a set of design principles, collaborative
working groups, and a variety of enabling technologies. Some elements of the serabrgie expressed as prospective
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future possibilities that have yet to be implemented or realized. Other elements of the semantic web are expressed in
formal specifications. Some of these include Resource Description Framework (RDF), a variety otdetarge

formats (e.g., RDF/XML), and notations such as RDF Schema (RDFS) and the Web Ontology Language (OWL), all of
which are intended to provide a formal description of concepts, terms, and relationships within a given knowledge
domain.

The SOPES IEDMs a UML notation that can be used to directly generate XML XSD, OWL or RBé&se specific PSMs
werenot generated for the specification but have been generated as part of the MIRInveaearchitecture (MDA)

working party proofof-principal demonstratias (not currently a MIP standard product). As these products are certified
and accredited by the MIP community, there is an opportunity to incorporate them into the SOPES and IEF initiatives
through the OMG Request for Comment (RFC) Process; further eixygainteroperability options.

5.6.4 Database Applications

NATO STANAG 5525 provides the logical and physical Entity Relationship Diagrams (ERD) in IDEF 1x notation and the
Structured Query language (SQL) Data Definition language (DDL) foapipdication & relational database application

for the JC3IEDM. Prior to SOPES initiative, there was no modeling convention for the expression of a UML
representation of the database and its component information elements. The SOPES IEDM Specification defines a
standad set of transactions for the JC3IEDM physical schema. The SOPES defined transactions are expected to be
useful, but do not represent all possible concepts supported by the JC3IEDM. Communities are free to extend the
concepts to support community needs.

The SOPES IEDM is specified in a manner that effectively aligns with a Relational DBMS (RDBMS) implementation as
illustrated in Figure 5.1 or any other architecture approach used for persistence of data such as:

1 A set of interrelated objects as part of an &plication;
1 A set of associated object in a memory based object Oriented Database (OODB) application;
1 A set of specifications for an XML database; or
1 Other PSM.
5.7 OMGO6s I nformation Exchange Fr ame

The Information Exchange Framework (IEF) initiatireolved out of the Shared Operational Picture Exchange Services
(SOPES). While socializing the SOPES RFPs to the other OMG platform and domain task forces (PTFs andv@EFs), it
recognized that a number of these groups were addressing similar requirantefaising many of the challengestiogé

ECM community; the need for flexible, agile and secure information sharing. The IEF is evolving as a platform
(horizontal integration) versus a domain (vertical / industry specific capability) capability, asergpreby SOPES. In

the IEF context, the SOPES IEDM is a set of UML models representing policies for the exchange of ECM situational
information. These models translate the constraints imposed by legislation, policies and memorandum of undérgtanding
anexecutable set of rules which are enforceable by software enabled services.

The IEF working group identified that current architecture frameworks and architecture domaimadeta did not
effectively address the specification of:

1 Rules (policy) for theonstruction and processing of information or data aggregates;

1 Rules for aligning community semantics with underlying information and data stores;
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Information transformation;

Information guarding and filtering

Information tagging and labeling to supportippbased management; and

= =2 =4 -4

Community information sharing agreements.

Annex A describes the SOPES IEDM modeling paradigm which supports key aspects of the objectivdripelcy
information exchange management. It also provides a direct alignment teainetgtframeworks. Because of the C4l

DTF6s pedigree to the military domai n, this specificati
1 Department of Defence Architecture Framework (DODAF);
1 Ministry of Defence Architecture Framework (MODAF);
1 NATO Architecture Framework (NAF); and
1 Department of National Defence Architecture Framework (DNDAF).

Annex A outlines the alignment between these modeling paradigms and DODAF. It illustrates the dytl&fef
information exchange policies, through to infation services surrounding an operational data store.

In the context of DODAF a modeling view for information exchange policies has been developed in the course of the
SOPES work and is referred to as the operational view-dween (OV37) as it links tk Information Exchange
Requirements (O\8) and the Logical Data Model (G¥). The objective of the new Q¥7 is to address a gap in current
architecture frameworks by providing a specification for describing the build and processing plans for the@yggfegati
community semantics from the underlying information and data stores. The OV37 providesveonhatéor the SOPES
semantic specifications.

It is anticipated that concepts aligned with the-@¥will be integrated into the UML Profile for DODAF and \D@F
(UPDM 2.0). The RFP for the UPDM 2.0 will be issued with the adoption of the UPDM 1.0 in June 2009. The
requirements, concepts and modeling profile underpinning th& Dahd SOPES IEDM modeling profile have been
accepted for the UPDM 2.0 RFP.

5.8 Design Rational and Principles

5.8.1 Rationale for the JC3IEDM as a Normative Data Model

The rationale for the SOPES IEDM design followed these guiding principles:

1 Multi-partner, multagency and coalition operations require an increased capacity to safersit awareness
information and support collaborative response and planning. This applies to a wide number of operational domains,
including military coalition operations, homeland security, public safety, maritime security, boarder security, crisis
regponse, humanitarian aid, aid to civil power, support operations and reconstruction operations.

1 The JC3IEDM provides a rich vocabulary for crisis response operations enabling response coordination, command and
control, situational awareness and collaboeafilanning.

1 JC3IEDM multinational military C2 information sharing interface provides a standard for exchanging ECM
information with military partners.

1 The fifteenyear development, testing and demonstration history provides lesson learned for the cammunity
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1 JC3IEDM represents the consensus of 27 nations, all involved in the ECM community. More than two dozen national
and commercial systems have been developed to the MIP standards.

1 In May 2007 JC3IEDM was ratified by NATO nations as STANAG 5525.

These factsuggested that the JC3IEDM could form a cornerstone for the SOPES initiative and the C4l contribution to
the IEF initiative. The submission of an earlier version of the JC3IEDM by NATO NC3A () and interest within the US
Department of Defense furtherstréenpened t he C41 DTFés decision to ratify

5.8.2 Guiding Principles

The modeling approach adopted for the team was developed using the following principles:

1 The PIM must provide a set of architectural components aligned to one or more eraerpitiscture (EA)
frameworks such as DODAF or MODAF.

The PIM would support a model driven architecture (MDA) process.

The approach and PIM would demonstrate extensibility, flexibility and agility.
The approach would provide demonstrate traceabilityaaditability.

The approach and PIM would accommodate elements that enable information security.

- A -—a a4 =1

The PIM would provide a set of reusable information building (patterns) that, when combined, can be used to build
community specified semantics.

1 The approach suldenable communities to wsa#ected building blocks without being forced to adopt the entire
JC3IEDM.

1 The PIM would specify a set of policies that protect the semantic, referential and data integrity of the JC3IEDM.

The modeling profile outlined in AnieA is supported by existing UML tools and demonstrates a flexible struetaddy
adapted to future versions of the JC3IEDM. Importantly, it allows for the addition of Security and User driven extensions.

5.8.3 General Design Principles

This SOPES IEDMspecification uses the following design principles that support the domain needs and design rationale
described above.

UML. The specification presents the information modeling profile (Annex B) used to model the SOPES PIM; representing
a set or transactiah semantics for the JC3IEDM. UML was adopted because it is easy to undepstaitks a nearly

universally accepted graphical representation; wide modeling tool support; and directly aligerst@viphise architecture
frameworks through MOF, CWM and M.

Model Driven Architecture. MDA provides a framework for translating the SOPES IEDM platform independent model
(PIM) into varying platform specific models (PSM), including: XML, C++ Classes, Java Classes, and executable policy
languages. The PIM is arnithcted in a manner that facilities the application of MDA transformations.

Extensibility. The SOPES IEDM PIM is structured in a manner that facilitates the extension of treenwstics. The
limited set of transactional patterns may be extended andinethtas required, to form messages / semantics for
community information exchangérhe adoption of UML allows communities to add security (filteosistraints, etc.) and
transformations to enable communities to refine the specification while maintdi@BigDM integrity.
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5.8.4 PIM Development

The PIM has been developed using the following validation process:

1
1

l

= =4 4 -

1

Draft design proposal
Multiple releases of the Design Proposal to the Stakeholder Community

OMG Review team:
i Mitre
Raytheon

Boeing

BAE
NavalUndersea Warfare Center
T Others

1
1
| Thales
1
1

Ongoing MIP Community Consultation (27 national teams are invited to comment on the specification)

Selected US DOD Stakeholders, including:

i US Joint Forces Command, J8

1 OSD NII
1 ODS AS&C
i US Navy, Naval Undersea Warfare Center

1 usS Army, CIO G6

Discuss the design or design change, come to quick agreement, make recommendation on changing existing model
baseline

Update the JC3IEDM Semantic Metamodel
Update the Constraints

Identify side effects that need to be updated

Create a simplenodel test to make sure it works

Generate RFP documentation from the models

Time to Market. Given the demand for information interoperability, and the expressed desire to adopt, implement and
deploy JC3IEDM based on an open standards specificatioimipéstant to adopt version 1 of the SOPES Specification
quickly, to gain practical feedback on the standard and to promote commercial implementations.

5.9 Underlying Methodology
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Figure 5.2 - Using JC3IEDM Meta Model

The process by which the teamrexted the core element of the JC3IEDM and developed the transactional and semantic
models is conceptually illustrated in Figure 5.2. The MIP Information Resource Dictionary (MIRD) (the JC3IEDM meta
model) was mined using several scripts and loaded lrartodeling tool environment. These activities-lpeeled the
foundation classes upon which the transactional and semantic models could be developed.

The modeling of the transactions was comprised of two parts. The first was the capture of the rdfeksnitigbosed
by the JC3IEDM Logical and Physical Schemas. These relationships form the first level of transactional and assure the
SOPES ontology maps directly to the underlying data structures. They also define the semantically complete transactions
to adata store; in this case the JC3IEDM. The second step in the modeling process was the development of the

Transactionals, which provide complete, shared and consistent meaning when exchanged in a COI semantic (e.g., between
two JC3IEDM compliant applicatits). Meaning, in the case of two applications with JC3IEDM internal DBs, a
transactional constructed from available data in one application and received by the other would result in the same
definitions loading data into the receiving data base in the sayes it was found in the originating database.
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