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Presenter
Presentation Notes
This presentation represents the ASMG response to the C4I DTF RFI on Labelling and Tagging.
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Labelling Challenges

• Labelling Standard

• Application of Labelling standards to data stores
▫ Unstructured
▫ Semi-structured
▫ Structured

• Processing labels

• Security Profile / Accreditation
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Presenter
Presentation Notes
Focussing in on Information Assurance (IA) elements, we have identified the following core challenge to be addresses within the broader IM Community.  In no specific order, they include:
Tagging/Labelling
Current Solutions operate at the document/paragraph level
Current Solution assume the document is appropriately tagged
Current Solutions do not address data centric environment such as a CCS
Need for Doctrine driven labelling (row, transaction, semantic, and message levels)
Need for Doctrine based massage construction
Need for Dynamic filtering during message construction
Need for Flexibility and Agility
Determining the release-ability of information in a fluid operational environment
Information Management Director (IMD) Toolkit
Doctrine Development
Methodologies and tools for Transforming Legislation, MOUs, Policy, Doctrine and SOPs into system executable rules for IA applications
Methodologies and tools for Testing and validation of system executable doctrine
Methodologies and tools for Dissemination of system executable doctrine
Methodologies and tools for Management of the doctrine development process
Which organization(s) is responsible?
Doctrine (IA Rules) Enforcement
Requires the development of Rules Enforcement Application(s)/Service(s)
Requires a Rules specification language
Requires Doctrine Management practices and tools
Integration with enterprise Architecture Framework
Existing (TLA) AFs do not address IA doctrine development 
Requires modeling techniques for DB Transactions, Semantics, Information exchange Requirements (IER), Communities of Interest 
Requires modeling techniques for semantic filters and guards
Requires modelling techniques for the modelling information release-ability rules

What is needed is an AF approach to Labelling and Tagging, the provides for an MDA approach to security policy generation and enforcement.
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What are we trying to do?
Selective Data Release-ability
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Protected
Information

L
evels of Trust

Presenter
Presentation Notes
Defined services for the processing of label and the selective replication and/or delivery of information .  These services should be aligned with UPDM, SOPES, DDS and IEF Initiatives.


________________________________
Other facts about the delivery of IA (MLS/MCS) capabilities:
100s of $M spent – few success stories
No COTS Solutions
IA is doctrine is dependent on Mission Profile
Business Transformation 
New Missions and Operations
Changing community focus from “need-to-know” to “need-to-share”
Changing partners and levels of trust
A number of nations are trying to sort out how we can work together better, given the restrictions on release-ability of information, etc., and not having too much success. 
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Data Release-ability 
(XML Example)

IA Policy
XML Schema
Business Rules
Filter Characteristics

<CLASSIFIED>

<LOWER CLASSIFICATION>
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Presenter
Presentation Notes
The Label Enforcement services require the capability to process data (and associates labels) from received semantics and filter our information in accordance with security policy.

The Services should also assure the semantic correctness of the filtered message.
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Security and Pedigree Tags

Primary Interest
• GUID
• Security Level
• Caveat

Secondary Interest
• Data Ownership
• Perception
• Source ID

GUID

Security Level

Caveat

Owner ID

Source ID

Perception

Other

Data Fields

Other Tags (Data Attributes)
• Mandatory / Optional
• Priority
• Data Type
• Sensor Type
• Etc …

Presenter
Presentation Notes
The Specification needed to identify which areas of tags and labels need to be addressed.  Is the Specification for Security purposes only?  Could address privacy, security, confidentiality, QoS, …

For this to work effectively we need an effective security ontology/taxonomy – identifying the the tags, abela and their domains.  Currently this represents an adhoc process applied project by project.

Is there a common ontology/taxonomy that can cross CoIs?  There has been some work done by IEEE in this area.
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Data Aggregation Challenge to IA

• Data Aggregation
▫ E.g.,  Tactical Picture Compilation

• Tag Aggregation
GUID

Data Owner ID (Role/Function)

Source ID (fusion App / Decision Aid )

Security Level

Caveat (Eyes Only??)

Perception
Data Aggregation

Information

??

Fusion History
(Traceability)

IS:     Information Sharing
IA:    Information Assurance
IQ:    Information Quality
QoS: Quality of Service

Doctrine

Presenter
Presentation Notes
The specification needs to address the rules associated with the aggregation of labels/tags a association with data being aggregated in to semantic constructs.  

We need policy enforcement points and tag/label aggregation rules.
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IS/IA Challenge to Messaging

• Security Filter
▫ Will Embedded Elemental Data Tags 

contained In Message??

▫ Will Filters be required to Address 
Semantics??

• IQ / QoS Attributes?

• Doctrine (Attributes of ??)

▫ IS

▫ IA

▫ IQ
Message

Construction??

Ops Room LAN

IQ/QoS Filter

Security Filter
(Gateway)

WAN

??

Doctrine

IQ/QoS Filter

Presenter
Presentation Notes
What is aggregated – is likely to be de-aggregated.  How do we address the tags/labels of the atomic data in an aggregate?  How do we de-aggregate information (data composites) for down-grading, storage, ….
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Current Security Capability

• Current Accredited MLS 
Solution
▫ GO / NOGO Gates based on 

Document/Message Tags
▫ Tagged to document – no data element 

level
▫ MLS Applications assume tagging prior to 

receipt
▫ No ability to do message downgrade

• Results
▫ Fusion Application Need a Tag Aggregate 

Data
▫ Message Construction Applications need to 

Tag Messages

▫ HMCCS Needs Doctrine

Go/NoGo

Allowed
Security Levels

Allowed
Caveats

N = # of security Levels (UC, R, C, S, …)
M = # of Caveat Supported (<40 Caveats)

~200 Conditions (N *M)

Presenter
Presentation Notes
We need to move beyond the GO-NOGO – to policy based guards and filters.
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Virtual 
Data Store

Virtual 
Data Store

Picture 
Compilation

Filter
(GO/NOGO)

Sync

IER
Go

NOGO

SyncIER

Current Capability – GO/NOGO Filter

Technology Target– Data Element Filter

IERIER
Constructor

IER
Constructor

Virtual 
Data Store

SyncIERIER
Constructor / Filter

Required– Data Element Filter

Picture 
Compilation

Filter
IER

Figure 2 – Filter Options
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Operation of a Data Service
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Data ServiceInformation 
Management Officer

Information 
Assurance

Semantic Validation

Transaction Construction

Data Validation

Context Based Guard

Domain Filter

Operational Data 
Store

IMD Toolkit

Information Assurance 
Policies

1. Semantic Guards 
2. Domain Filters
3. Caveat Separation
4. Lableling 

Information Sharing 
Policies

1. Contract
2. Semantics
3. Construction (Business) 

Rules
4. Taxonomy Dynamic Labeling Service

Presenter
Presentation Notes
Host of services to be addressed.
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Q & A

• Labelling Standard

• Application of Labelling standards to data stores
▫ Unstructured
▫ Semi-structured
▫ Structured

• Processing labels

• Security Profile / Accreditation
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