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CommonObjectinteroperability Layerg Exploiting UML and AFs

ArchitectureBasedApproachto Semantidnteroperabilityand Information Protection
The Common Obiject Interoperability Layer (COIL) isiaypot rules based data servitieat delivers the corecapabilities
RSAONAGSR a LINI 2F (KS shardOpeiatioad Bictue Excianga Selvibk® (RORES) RéduestD
for Propsal (RFPtandard scheduled for adoption in September 201M0llgeneralizesand implementghese concepts in
a manner that enables its applicatioacross commercial, public, military and security applications. COIL provides a
programmable distributable data servicéhat enforcesarchitectuial modelswhich define data and information patterns
(semantics) describeitt UML Class diagram®©ne example of such semantisXML information exchange messades.,
CAP, NIEM, EDXIQOIL provides the following capabilities in relation to these semantics:

To aggregate structured data to form community defined semantics;

To deaggregate data sets into structuradb-elements

To integrateor marshaldata elements into community defined data patterns (semantics);

To filter data based on domain values (e.g., category codes, tags, labels, ranges, other);

Toguard data based minformation patterns,simple or complexincludingmultiple domain valuesand filters;
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Tomanagethe release of information (semantics) based on their association to

Information exchange Requiremen(i&R),
Information Exchange Agreemer(iEA),
ServiceLevel Agreemest(SLA), or
Communities of InteresfCol);

O O O O

1 To marshal data teservice anapplication program interface (API)ahconnects to user selected data store
technologies;

1 To marshatlata to servicean application program interface (APlatithanrelsdata to user selected distribution
technologies and protocols;

1 To trigger the aggregation and release ioformation, with or without user intervention providing event
triggered global update of information to each participant to an IER, IEA, SLér &/

Information Exchangevithin Architecture Frameworks

The COIL Information Exchange Policy Development Method (PDM) is seekémipdance the ability obtakeholders @
specify requirements and sustaiimformation interoperability and informatioguality for decisiormakers; and to use these
specifications tacarry out and enforce information and security policythe approach, aligned to enterprise and system
architecture practices, uses MDA to transform policy models into an executable forme pblkses are enforced by COIL
to selectively share semantically complete information between collaborating organizationsaccordance with the
embedded information assurance constraints

Thereare two foundational frameworks that describe thachitecture information (view-points, views and products) to be
derived during planning, specification and design phas&achman Framewotkand the Department of Defence
Architecture FrameworkODAF USA). DODAF has evolved into multiple variants including:

Ministry of Defence Architecture FramewoM@DAI}3 G UK;

NATO Architecture Framewodﬁ_lf)

Department of National Defence Architecture FrameW(Dk\IQA?) ¢ Canada;

Public Safety Architecture Framewo@éﬁ ¢ Department of Homeland Security USA; and
Others.

=A =4 -4 -4 4

! Zachman Intstitute for Framework Architecture (http:/iwww.zifa.com/).
% Department of Defence USAttp:/cio -nii.defense.govi/sites/dodaf2(/
% Ministry of DefencaJK / UK Crown) http://cio -nii.defense.gov/sites/dodaf2(/

* North Atlantic Treaty Organization (NAT@Xtp://trak -community.org/index.php/wiki/NAJF
° Department of National Defence Canddaovernment of Canadgttp://www.img.forces.gc.ca/pub/afca/index-eng.asfp
6 US Department of Commerce and US Department of Homeland Sebittpty/www.pscr.gov/outreach/safecom/psaf/psaf_docs.php
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Information Exchange within Architecture Frameworks

As llustrated in Figure 1, The PDM provides a organization with the ability to document concépasaless or
Operational Viewpointsand logicalSystem Viewpointsjescriptiors of the information shared within the organizatias
well as hat shared withexternal agencies The
descriptiors enablethe automated generation of

executable (software dorceable) policies =L =y =g ‘=2
covering: =V
Community of Interest Ricgrotion Metadata Standards

Sharing
Requirements

Requirements Artefact Definitions

eg.. MOF

1 Information Exchange; and
 Information Protection. Pl 4

An alternate set of viewpoints are proposed by Thel W
DODAF and related frameworks. Figure 2
illustrates how the PDM aligns and relates 4. A

specified information exchanges with the , [':])—‘ a5

-

underlying information stores. The examples - b (=

oo A ,
"

provided in the remainder of this paper focus on[ FS—— j/‘ ) L

the DODAF Alignment. i ":mmfn
When working within the DODAF Viewpoints, The \\\[
PDM applies a contract (stereotyped information -
Ft260 G2 GKS abSSRfmySé o0SG6SSy HZLISNI (Repeyreon =
nodes on the O\2 Operational Node Connectivity

Description. Thisssignment is reflected on the
OM3 Information Exchange Matrix. The Contract
in turn identifies tlke semantics (community

1n

Data Object |
(Transient)
~

o] ~
~ Data Store Tables

Figurel ¢ Alignment of the PDMo the Zachman Framework

agreed masages) that are exchanges between OV-2 Operational Node Connectivity Description
the nOdeS- Operational Node 5 e Operational Node
I/ \\.
The examfes describe elements of a public Gt e
security exercise involvinfgur agency operation OV-3 Information i N\, IVxx— Information Composites

Exchange Matrix 74

centres (OP_Centres): information Exch \
-------- |
. )

Maritime Operating Centre; tepartl

Defines the

1

2. Public Security Operating Centre; i

3. Police Services Operating Centre; and l_ oS cee [EENEENESS
4. National Defence Operating Centre. it Comemealty Conlracs |

1IV-Xb Community Semantics

IV-Xc Transactional Model | Transactional | (YY) I Transactional

Transactional ‘

: o 2 Defines the Informaton
1V-3d Wrapper Entity Association Wrapper i‘ [~ Contents of “’| Element

DIV-2 Logical View (OV-7) ‘
LogaTatle [ -
DIV-3 Physical (SV-11) ‘ [

Fiqure 2 ¢ Alignment of the PDMo DODAF and related frameworks
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class whitepap... /

¢Operational N

PublicSecurity_OPcentre me _ AlpMaritimeoPCentre

¢Operational N

Contract Model

e
+ ProcessData() : void
s + PublishSA() : void

ProcessData() : void

PublishSA() : void
ReceiveOperatorinput(char) : void
ReceivePresentSA(char, char) : void

oo+

ReceiveOperatorinput(char) : void
& & ReceivePresentSA(char, char) : void

The COIL contract model defines how
semantics are aligned to information sharing

i A

I - !
| 4 I
| & |
i by I
: MANUAL ACTIVATION DURING SCENARIO! }
¢Contracteée con_Police SAg¢Contracteé con_Securfg COM}

glnformationExchangee cglnformationExchangesé
-

1 < 1

|

; A
| -

v L

¢Operational N
Police_OPcentre

¢Contracteé con_Mari

¢lnformati onExchal

agreements and Communities of interest.
Figure 3 shows the alignment of the Contract to
the needlines.Figures 4 through 6 illustrate
how the models align to connect Contrdotits
semantics andany applicablefilters. The
contract model specifiesfilters and semantics
comprising an information sharing agreement,

ProcessData() : void NationalDefenceOPCentre

¢Operational N

and the configuration of that agreement:

PublishSA(char, char) : void
ReceiveOperatorinput(char) : void
ReceivePresentSA(char, char) : void

oo+t

ProcessData() : void
PublishSA(char, char) : void

+
+

+ ReceiveOperatorinput(char) : void
+ _RecievePresentSA(char, char) : void

Message Format(e.g., XSD)
Protocol Specification;

Partition Name;

Figure3 ¢ Assigning contracts on the @/

vi

Session Identifier;

class con_Maritime_Al... /

|4

¢Contracte
Contract_Artifacts::con_Maritime_Alert

7
Ve
Ve

A

N
N
AN

X\

=) = —J==F=]

Session Type;
1 Persist Massage Flag; and
1 Logging Specification.

The Contractmodels (Figure 4) identify the
ContractSemanticsavailable to the Contract.
The Contract Semantics identify thélters
associated semantic The @ntractSmartics

¢Contract Semat
Contract_Artifacts::

¢Contract Semant
Contract_Artifacts::Filtered_CR_Unit_GIS

are further refined (Figure 5) to identify which of

Filtered_ControlFeature_GIS

the Contracfiransactionalscarry the definable
filters at runtime. The Filter obje¢Figure 6)ie

i\

the filter to the table attribues that can be used

¢Semantice

¢Semant iflc
Semantics::ControlFeature_GIS Semantics::CR_Unit_G

as in filtering operations.

]

/

Figure4 ¢ Contract Model

class Filter_CR_Unit_GIS_/

ContractSemant
Contract_Artifacts::Filtered_CR_Unit_GIS

, = N =
L= 4 1 N 1
= v N\ =
cContrac!Trané b i . N contractTra
Vo st 4 | N Fitersd. organisaton tem
Filtered_Organisation_Position // 1 \\ |_Org: |
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¢Transactiona| Filtered_Organisation_Status N
Organisation::Organisation_Position | / \
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¢Transacti

Organisation:
Organisatio

7
»
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CEOD8 0 00t T6 o000 Organisation::Organisation_Status
 —

Contract_Artifacts::
Filtered_Organisation_ltem_Type

¢ContractTransact
Contract_Artifacts
Filtered_Object_Item_Hostility_Status

I
Vi i

|
¢Transactiona V
Organisation::Organisation_ltem_Type Transactional

Obj ectitem::Object_ltem_Hostility_Status

class Filtered_Organisation_Status /

¢Contract Transa
Contract_Artifacts::
Filtered_Organisation_Status

|
I
¥

GFilt
Deployed

ObjectitemStatus

¢GWrappere
Wrappers::OrganisationStatus

creator-id: NUMBER(20)

object-item-status-index: NUMBER(20)
organisation-status-availability-code: CHAR(6)
organisation-status-chr-dress-state-code: CHAR(6)
organisation-status-<command-and-control-role-code: CHAR(6)
organisation-status-<commitment-status-code: CHAR(6)
organisation-status-fire-mode-code: CHAR(6)
organisation-status-id: NUMBER(20)
organisation-status-operational-status-code: CHAR(6)
organisation-status-operational-status-qualifier-code: CHAR(6)
organisation-status-radiation-dose-quantity: NUMBER(6)
organisation-status-readiness-code: CHAR(6)
organisation-status-readiness-duration: CHAR(19)
organisation-status-reinforcement-code: CHAR(6)
organisation-status-reserve-indicator-code: CHAR(6)
organisation-status-training-code: CHAR(6)
organisation-status-usage-status-code: CHAR(6)
update-seqnr: NUMBER(15)

T T T T

Figure5 ¢ Alternate Modelling of Contracts
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Modeling andMulticast Col clss miimaro_puricion

Figure 3 illustrateshe primary model forassigning y Nodes MarimeoPGerire
contracts (agreement to share information) between .\

operational nodes. However, applying contracts to @PEET. -

needlines provides a pedo-peer exchange model, e aepeletienal ¥
where many Community of Interest d Teons /‘ - B N Rl i i
agreements represent mulgast (where all nodes Contract Artfats:icon_Mariime_Alert [<< "¢ Pu bl i sher Sublscribers
identifying the need for information are provided -

the information simultaneously). Figure 7 illustrates 0T SUbsETEare Nadesipublosscuy_opcante
an alternate method for identifying participants for Ny

the contractthat identifies multiple partigpants to a Tl s NS

contract or community of interest. REA(  coperational
Smantic Model

The semantic modelslign information exchange Figure7 ¢ Alternate Modelling of Contracts

requirement from conceptual (operational or

business viewpointghrough to the logicalSystems

Viewpoints)and physical data definitions). Wit the DODAF context, the models describe the bridge between the
Operational Views (0% and OV3) through to the Data and Information Views (E2Vand DIV3). he modelsspecify the
rules for constructing semantically complete information sets from infiation and data elements.Each subtended
element represents a data pattern that forms part of thenstruction planfor the processing of datasets forming the
information flow (contract/semantics)roa needline. The models provide traceability between tB&Rs and the application
logic used to combine information and data elements of the information stores.

Figure 8 illustrates a simple semantic from which all subtended information and data elements (identified in the Wrapper
Classes) are included in tsemantic. WhereasrFigure 9 illustrates a version of the semantic that refererecémited set of
attributes from the subtended data elements. The later approach can be used to limit the release of information to the
community (e.g., remove identifyingformation to address privacy concerns, or remove classified elements)

1

Organisation::Organisation_Item_Type + reportedDateTime: double

qTransact o
Organisation::Organisation_ltem

1 ¢Transactiona

class Simple Semantic /
¢Semantice
Semantics::CR_Unit_GIS
class CR_Unit_GIS /
Distance

Semantice [l omme_______________
+objectitemName] Semantics::CR_Unit_GIS J'upittostionlongCoond }
| + hostilityStatusDateTime: double *,““,"P,"E'E"}i‘cf‘ﬂ“,,,,,j } }
} + objectitemName: sting +unitTypeName i R
i + unitHosiilityCode: string unitTypeCatCode Rt § A0
| + unitPostionLatCoord: double oo YPEEEEE_ — I
| + unitPositionLongCoord: double +hostilityStatusDateTime | | | ! !
1 1 1 1 ’Q 1 ! + unitPositionVertDistance: int W A | } ! } }
: i + unitTypeCatCode: sting +unitHosilityCode oot 0 o
1. Tran tion i + unitTypeName: string — = A P00 0
GUIBRSEEE] OO T T, el S [ | FOh .
Organisation::Organisation_Status \dentifier d SHCLYCHLIEI | . | 1 1 1 14t +objectitem-hosiCode\l/ } | } } } }

i i
00 0 0
| ¢Transacton objecttom: e emt tam iosity. St spbradoateTime
. H Organisation::Organisation_Status Identifier jectitem;::ObjectitemHostility - Stanisg I e
i o P
| + org-stat-oper-satcode: sting * objectitem hosiCode: siing P
1 ¢Transactiona | + org-statusorgName: string Eiepgriedbat=limEgdorble ool 00
i oo 0
| 0 0w 0 0
i g0 0
i P

Organisation::Organisation_ltem_Type
[ ¢Transacti ol R
+org o _item + orgitem-ype-categoryCode: S1iNG | 4o item-type.-categoryCode

+ org-tem-type-objectiiemName: siring fe=— I 11 T T
- org-item-objectitemName: strin S TR Sy +mg-\lem-l}/pé‘-typ%Nam%
1. + reportedDateTime: double <---"1

1.0

¢Transactione
Organisation::Organisation_Position ¢Transacti one |+org-position-pointLatCoord
Organisation::Organisation_Position €= ———————————————

- org-position-orgName: string - ——————— 4
+ org-position-pointLatCoord: double | +org-position-pointvertDistance _ _ _ _ _ _ _ _ |
+ org-position-pointLongCoord: double[~=

+ org-position-pointVertDistance: int
- reportedDateTime: double

Figure8 ¢ Basic Semantic Model Figure9 ¢ Fully Adorned Semantic Model
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class Organisation_Status-b /
Transactional Models

Organisation::Organisation_Status

The transactional modeBigues 10 and 11 © o o
represent data patterns similar to the T q 1
semantics abee. The transactions can be
specified to process all data irthe

subtended patterns, or configured to 4

1 N

process selected data attributes. The Fwappers e T
b, Wrappers::ObjectitemStatus

transactions capture and document the an

business rules of the underlying data store

(e.g., referential integrity)

dentifier WatchPoint

1

¢Transacti
Report:

Transactional can include other y e
transactions or wrapper classes The
Wrappers provide the Ilink to the
underpinning data entities (e.g., DB Tables) 1 SN - <[0T B
Transformatior
Transformations are integrated into the T9urel0¢BasiclransactionaModel
policy models through the use of methods  [das oanisaion saws /
in the enclosing class. Subtended attributes Transactiona |ousaopersateode
are associated with the mbbds and then / s e e
with the enclosing class attribute. I £ § e —— 1 |
Transformation can be used to transform L " : 3 3 i
data, process tags and labels, and other. o] viatghpoint 3 3 %
| ! |
Transformations can be added to semantics , I
and transactioals. Ty g 7 D:"Emmm—“‘j:m<ﬁmj‘ ; ;
: { b Gparmn i
Static Filters ;e T
Staic filters (Figure 12)can be added as e : < j %
gualifiers to the enclosing end of an i “arsdateTime |
association arc.  This will restrict the Zr |
inclusion of instance data from the P |
subtended pattern to that allowed by the r—— %
filter.  Static filters can be added to 1|1 oo aanesaabiity-code :
transactional and semantic models. Static " Cuaniaton et ammand naconol e od i
filters are fixed in the design and cannot be e . |
changel at runtime. : i
Note: Example model used dynamic vs static filters to 4 Oganaongaégea%ne%gnf‘a
supportan operational demonstration. §§f§tz‘:i‘d‘:[dd

Figurell g Fuly Adorned Transactionodel

L Additional information available in the Shared Operational Picture Exchange SéB@ieES) Information Exchangéaodel Specificatio Annex A.
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The Benefits of the CORPDM

The COILPolicy Development Metho@PDM) providestakeholderswith a systematic aproachto specifyng information

exchangeequirements deliveringinformation interoperabilityand improvingnformation quality for decisioomakers. The

approach aligato enterprise and system architecture practicasd appliedVIDAtransforns to convet policy models into
an executable fornthat are enforced at runtime.

Themethods dign to widely used architectural frameworks
(Figures 1 and 2, to provide:

0 Improved portability,

Improved flexibility and agility,

Improved reusability,

Improved Audiability,

Improved documentation

Improved productivity,

Reduced development timend

Greater retention of corporate knowledge
(Figure 2);

O O O0OO0OO0OO0oOOo

Model Drive Policy Generation

The user defined or othe-shelf (e.g., SOPES IEDM)Figurel3¢ Describing Interoperability

information exchange policieare transformed intoa set of

run-time (executable and software enforceable) rules. HidM capture thenformation (metadata) needed to manage
an information sharing environmerdt runtime. By altering the metadata (policies), anthorizedoperator canto adapt

/ hL[ Qa h LIS NltoichaBgihg réadvorltl &/a@ntséhdperational requirements The PDM providesrganizations
with ability to documenttheir specifications and designs ftmformation exchange and usagéthin the context oftheir

chosen architectural framework; retaining institutional knowledge and memoryThe undening information can be

automatically transformed and executed within the operational environmeRigure % illustrates howthe metadatais

delivered toan operational environment.

Drive to Open Standards

ASMG is active in the Object Management Group (OMGEhaoingthe C4l DTF, and is spearheading the Shared
Operational Picture Exchange Services

and Information Exchange Framework

(IEF) Initiatives.  These efforts are

currently working towards open

standards for:

1 Executable Policy Language;
i Policy Management Servicand
i Policy Based Data Service.

Expect the RFPs in the fall of 2010.

ASMG currently delivers this capability
as part of is COIL Toolkit and provides
an implementation for the SOPES IEDM
specification  within  the  toolkit
environment.

Figurel4 ¢ Tool Kit
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