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Modeling Communiiesof Interest (Col)/ Communiesof Practice

A community of interestor Community of Practicis a
community of people, systesnor organizationsthat
share common interes$, goalsor objectives Each
member of the community need the capacityto
exchangeor share information (situation, plans, eéds
and thoughts)within the domain of interestbut often
knows (or cares) little about other members of the
community outside one specific area of discourse.

Participation in a community can be for short or

protracted periodsdlependngon the area of disourse,
the event or incidentor the business needs

Gommunities are typicallyinformal, selfforming, and
selforganized network of peers witha diverseset of
skills and experience Thegroups are initiated by the
members' desire, objectives or gealto shae
information and advance their own kndedge by
obtaining informationfrom others

In computer science €ommunity of Interes{Co) is a

means by which network assets and or network users
are segregated by some technological means for some

estallished purpose: business or operational
requirement; level in an organization or community;
sensitivity of information; or other operational
consideration. @l's are a strategy realm within
computer security engineeringlol's are also designed
to protect their user communityor information from
the rest ofthe user population.

A @I can be utilized to provide multiple levels of
protection or access for members within aolCand
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often consists of a logical/physical perimeter around
the assets, IT infrastrture and informationof the
community or enclave It allows for separate security
management and system operation. TheolC
segregatesn order to achievesecurity

The above description of Col is typicattadsefound in
the literature ~ However, this computer science
description is network focussed arfdils to address
many of theissues facing theperationscommunities:

1 How does og identify membership in @ommunity,
participationleveland information needs?

9 How does one establish the adhoc commuastof
interest/practice needed to address unforeseen
operational requirements?

9 How does one assign a communityaspecific IT
communicationsandsecurityinfrastructure?

1 How does one establish and then terminate a Col when
its business need is identitleand then subsequently
ended?

9 How does one specify (establish policy tbg
information elements or instances of informatidmat
can be shared within a Col?

1 How does one engineem environment where members
of an operation o business activity need to
simultaneously participate in margol?

1 How does onepecify allowable data information
aggregates moving within and between communities?

9 How does onepecify the information guards and filters
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that govern the releasability of sensitivg(classified,
corfidential and privatejnformation?

1 How does onepecify the alignment of information, IT
infrastructure elements, participants, and practices
(policy, regulation, directives and procedures)?

1 How does onepecify the alignment between
information, threatsrisks and safeguards?

9 How does one enforcéog and audit theénteroperability
and information protectiorspecifications in the
operational environment?

9 How does or manage the trafficking diundreds to
millionsof messagesrhere some containing sensityv
informationandwhere aggregation of information often
increases the sensitivity of the informati@an

1 How does or manage change in this environment?

1 How does validate, verify and certify this type of
environment?

Similar challengesseem to arise with edt strategy

G ®2 2 dzZNE Y YySGg2N)], neétdoikA 2
virtualization workstation rationalizationworkstation
virtualization, information virtualization, multi-level
security (MLS), muHindependent levels of security,
service oriented architecture€SQ\), cloud computing
and interoperability In the interoperability domainve
see the key issuds be:

1 The lack of agreement cddommon/shared vocabulary,
lexicon, taxonomy or ontology many of the domains

1 A growing challengeligningthe growing numberof
overlapping community developed vocabularies, lexicons,
taxonomies or ontologies to internal information
architectures and/or systems.

1 A growing challenge alignimgultiple communities
(figures 1 and 2)each adopting their own application of
standardsprotocols and technology.

1 Fixedinterfaces and business rulgasterfaces and
systemanake it difficult to adapto the dynamics of real
world incidents and events

1 The growing number opfrivacy andsecuritylaws,polides
and regulationgnakes it difficlt to adhere and enforce
the rules

1 Thedifficulty in ertifying and accreditingiformation
systemsn environment wherethe rules governing
sensitive informatiorareroutinely changng.

9 Addressing a general growth in complexity.

The emainder of this paer will outline a strategy for
specifying, designing anchplementing communities of
interest and practicehat addresses these issues

2 Ke AayQi
interoperability?

iSOKy2t238

In theory, the abundance of commercial capability and
technology should enable interoperability in most
domains. So why does the ability to align community
enclaves (security, business, organizatioagency,
YIEGA2ylf2 SGOX0 O2ydAydzsS
and IT professional?

There are nany standards, specificatia protocols
and technologies on the market that olato deliver
broad based interoperability Many workextremely
well in selfcontained ntegrated homogeneous
environmens. These technologies iW allow closed
(well defined) communiies to interoperat and
collaborate quite well. They also provide reasonable
levels of information security while information is-
use (application on secure infrastructure in secure

q:ilifieﬁ)iatFrq?t;\(p@Xﬁical or electronic vaults)nd in-
ransit (secure encrypted vinal or physical networks).
However, as the communities become more diverse
legislatively, organizationally, culturally, procedurally,
and technologically many of thesetechnologies are
found wantingbecause they were never designed to be
integrated.

Efforts to enable internal, coalition and interagency

interoperability, shared situational = awareness,
collaboration, etc. have consumed substantial
resources withfairly modest results With all this

technology at our fingertipg it is left to a handful of
very gifted operators and low level decision makers to
aa! Y9 h w Y ésing well developed interpersonal
relationships Many exercises have illustrated that

an emergency, the technology is virtually uselassl
often ignored.

Interoperability: Whatis the problem?

Informationand semantiénteroperabilityis and always
will be a businesshallenge with technology assimple
enabler. Interoperability requirementsre driven from
an operational need for sharedperationalawareness
to ensure thatdecision makers have access to quality
(Accurate, Relevant, Timely, Usable, Complete, Brief,
Trusted andSecurg information. Specificatios, design
and implementation require a shadeunderstanding of
information  requirements. Developing and
maintaining hese requirements within an agency or
organizationhas provento be a challenge andis even
more difficult in a community setting.
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Figure3: Architectural Description of a Col (contract)

Many efforts are focussing on press based strategies, h ;
which do not address the fundamentals of the What definesa Colfor Information Exchange

information Sharing andprotection realities. The The requirements for a Col derives fromgis|ation,
Object Management Group (OMG) is focussing on a regulation, policy, strategic plansmemorandum of
alternative approacty focussing on the specification of  ynderstanding (MOUs), Service Level Agreements
business (information) objects and Model Driven (SLAs), Standard Operating Procedures (SOPs) or other
Architecture (MDA) pproaches to rapidly develop and  governing document; and need to be traceable to
deploy capability, whe maintain full audiability to those governance documents. The Information
business requlrements AS illustrated in Flgure 3, the Exchange Framework seeks to exp|0|t Enterpnse

approach focees 2y (G KS v 2QohtagE  Z2MAhrkhiteéture (EA) and MDA to deliver this traceability.
Information sharing agreement that incorporates

specifications for: A &/ 2y i Kbrésénés an agreement to share

_ _ informationfor an agreed purpose, e.g.:
2. Information Securityequirements, and An emergency condition,

3. Information Distribution Requirements. An escalation in an emergency situation

The proposed architecture based approach is being Testing,

developed under three OMG openstandards Training and exercise

initiatives which are based on lessons learned, and 9§ Business function, or

which generally apply to the business, government, 9 Interagency / International Collaboration
public security and military application. The three
OMG initiatives are:

f
1
1
1

EA tools provide the ability to link architectural
elements (e.g., contracts, opational nodes, semantics

1. Shared Operational Picture Exchange Services and safeguardsjs illustrated in Figure 3.
(SOPES), .
2. Information Exchange Framework (IEF), and Modeling a Contract

3. UML Profile for DODAF and MODAF (UPDM). The SOPE@nd IEFinitiatives are proposing two
methods for defining Contracts and integrating them
into the UPDM. The First is the realization of a
Contract as a spOA L f AT SR ahLISNI GA2:
(Figure 4). This application of contracts is integrated

Copyright Advanced Systems Management Group Ltd. 1999-2010 Page 3
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class DEMO_OV-2 /
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DeactivateContract() : void
ModifyContract() : void
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Figure 4Integrating ©ntracts into an conventional Operational View (@)\, (based on a COIL demonstration)

into the UPDM Versior2 Domain Model (DM) and
Profile. The SOPES Alignment to the UPDM is outline
in 201008SOPE Brofile Integratedinto UPDM. pdf

The SOPES profile currently aligned to UPDM wasCanadian Profile

developed to increase theenterprise aml system
architecture fidelity when specifying information
exchangesand the busines rules governing the
aggregations and protection of information assets.

The currentOperational ViewsOW2, O\\3 and OV7
(which becameData and Information Views (DRJ in
DODAF 2)cannot express thecomplexity of the
information sharingand collaboréion requirements
introduced by legislation and regulation for the
protection of information holdings. This is further
complicated by the need to improve the quality
(Accuracy  Relevane, Timeiness Usalility,
Completaess, Brevity and Perception)of the
information being shared. Simply lookinat the
issuance of Alerts and Warning (Figure 4) in the
Canadian Public Security domain one can see the
challenges. Many of the agency definitions and Cols
can be further subdivided to improve fidelity and
information quality. The traditional O%, OV3 and OV

7 (DIV2) do not support the complexity in a manner
that would be relevant to stakeholders.

Copyright Advanced Systems Management Group Ltd. 1999-2010
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Realizing this limitation of many architectural
frameworks and theinformation exchange semantic
work (e.g., ©mmon Alerting Protocol (CAR) CAP
(CAPCP) National Information
ExchangeModel (NIEM) EDXL and others), the SOPES
and IEF initiatives are proposingcamplementary o
alternate architectural view to address Cols and
information exchange. his alternate approach aligns
well with the evolution of architecture frameworks and
the incremental evolution of community exchange
semantics.

Modeling a Contract

TheSOPES and IEF propos@sivs)can be referred to

as theO\t2b or DIV 4and will eventudly be named by

the DODAF, MODAF or NAF development teaifise

G/ 2y QN OlGe @GASs Aa AYyUSYRSR
of a typical information environment.

Figure 5illustrates possibledistribution patterns for

Alert Messages supported by th@®ASIS Standard
CARP As illustratedthe CAPCP can be subdivided

This illustration is not k#ed on an assessment of real stakeholder
needs. Itis simply provided as a
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Functions / Tools / Visializations
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Figure 5Representative Publication and Subscription Mapping for Warnings and Alerts
into specific alerting areaso address the needs of
¢OV-2¢é class InformationExchangeAgreements [ HAZ

specific stakeholder communitiesand enhance the
fidelity and quality 6 the information provided within Eeeais | sSubs € coperdtian
the domain. The directionof the arrowson the -

vertical lines indicated raorganizatior® responsibility
to provide (publish), receive (subscribg)ecific types
of warnings and alerts.

¢Subscri befe cOperationi

Senate

¢Subscribe é(;Operation.

PMO
The proposed SOPES and IEFew(s) enable a ¢Subscri beEl
community tospecifyits needsby specifying semantic RCO)
(described in a separate whitepapédo the individual cPublisherSubsgidphdrad i on:
participants ~ (parties,  publishers subscribers) S e
comprising the community.As illustrated in Figur, GPublisherSubscgioperdtiona

TransportCanada

the CARPCP message has been grouped into several
categories based on filters to various domain val(ses

¢Subscrib réquerationa

n & GOC
actual data instance valudph the XML schema and _ :

R L .. (;Publ|sherSuoscr|ob%Fgliona
associated domain values. Messages based containing AL
these domain values can then be assigned to

- ’ i 3 (;PublisherSubchrdpbeerraétiona
participatingagencies at rutime. U TS
As illustrated in Figur®, the contract models in this GPublisherSubsgrigphghiion,
proposed view allows stakeholders to rapidly identify e
the publishers and subscribers to informatishared gPublishedé coperation:

911

within a specific Col or information exchange

Figure 6 Contract (Col) participants
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agreement The modelformat dramatically reduces
the complexity of the environment and focuses | asContractSemantic (HAZM.. /

stakeholders to the specification of their information coonmtrac
need. In the case of Figure 5, information exchange con_HAZMATalert
agreements are aligned to operational nodes; tying
them to the broader opeational viewpoint in DODAF.

Figure 7, illustrates how the contacts are directly comtiracise
aligned to the information side of the agreementn capcpHAZMAT
this cased, the community is seeking to share warnings
and alerts related to Hazardous Materials (HAZMAT) _. ;
incidents. The contract semantic ties the contract to N JRoniguiEs antigsnl BERAT)
the use of the CAPCP semantics for exchange. More on

the alignment of semantics, filters, guards and business

rules will be provided in a separate paper.

Figure8 illustrates that the models can be combined Lhroulgh Al M]E)A ptrocess,bFJe\;elop f.?nd dfployﬂ:he
into asingle diagram. This is simply the preference of aseline & configuration 1, objects,  (files) for 4

the architect or analysts and the capabilities of the mldd_le_ware enw_r(_)nment iSecy the COry.
UPDM tools applied. providing traceability between the architecture models

(views and viewpoints) and the deployment of
The number of contract agreementand the operational systems.

participation of the nodes, organizations, systems,
services is defined by stakeholdegreements. As with

the semantics models, ASMG has demonstrated that
these contract models can be used to automatically,

¢OV-2¢e class Informati onExchangeAgreements [ HAZMATAI ertcContract]
ccontr ¢Subscribene coperation
con_HAZMATaler] Cabinet

¢cSubscri beqe

¢cOperati oni:
ccontract Se Senate
capcpHAZMAT

¢Subscri befe

¢cOperati oni
PMO

¢cSubscri befeée

¢cOperati oni

Information elements (semantics) PCO

assigned to the agreement. Any
number of semantics can be

! ) ‘ ¢PublisherSupbsgropk&rad i on:

assigned - in this case, only one .

X N . EnvironmentCanada

filtered message type is assigned

(CAPCP messagesidentified as a

HAZMAT Alert). c¢PublisherSubscgiober@ti ona
TransportCanada

¢Subscri b"é§0perationa

GOC

¢GPublisherSupscribereé .
¢cOperationa
ProvincialAgengies

¢cPubl i sherSub:scgrd'pbeerraét i ona

MunicipalServices

¢cPubl i SherSubs%rinlb(?raqion'
MSOC

¢Publ i shereée cOperati on:

911

Figure 8 Combined Modeling Approach
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Figure9: ASMG Implementation for COIL

Common Object Interoperability Lay&COIL)

COIL represents theASMG implementationof an
information exchange policy enfoement service that
demonstrates the viability of the modeling techniques
usedfor architecture driven interoperability standards
like SOPES and IEFigure 8 presentsthe COIL
contractingmodel. The COIL implementation extend
the IEF contract model bytegrating the use of filters
to specifyreleasable data under semantic definit®n
This approachintegrates
information protection safeguards, while retaining the

tied to a Contract

benefits of reusable data patterns.

Figurel0: Architecture to Operations
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| QoS Specification

COIL demonstrates the ability tos@ architecture to
specify deployable capability in the areas of
information (semantic) interoperability; and
information protection. COIL also includes the ability
to define semantic guardshat will be described in a
separate paper.

The Architecture(Fgure 10)based approach provides
the traceabilityneeded bymanylnformation Assurance
governance functions (e.g., Certification and
Accreditation and Threat Risk Assessments); thereby
addressing a growing number of security, privacy and
regulatory requirenents.
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