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Architecture Driven Information Sharing

The following information was directly extracted from the Object Management Group (OMG) Shared Operational
Picture Exchange Servic€SOPES) Infromation Exchange Data Model (IEDM) specifichtitme fall of 2010, The

Object Management Group is expected to adopt the Shared OperatPictlire Exchange Services Specification
(SOPES) IEDWhe SOPES IEDM specification formalizes a platform independent set of data patterns for the
construction, parsing and processing of JC3IEDM semantics for situational awareness and cobiglarating. The

data patterns apply directly to a set of transactions for the MIP Joint Consultation, Command and Control
Information Exchange Data Model (JC3IEDM: version 3.1 c ratified December 2007). The specification provides this
set of data patternsas building blocks for the exchange of information that is applicable to a wide range of
operational communities, including:

i First Responders (e.g., Police, Fire Department and Emergency Medical Personnel);
Government Agencies (Federal, Provincial/State] Municipal);

Non-Governmental Organizations (NGOSs);

l

l

i Other Government Department (OGD);
i Private Volunteer Organizations (PVOSs);
l

Paramilitary and security agencies; and
i Military (Joint, land, maritime, air, space and coalition).

These communities have mwparable requirements for shared situational awareness, and collaborative planning.
Their operations are increasingly crossing organizational, agency and national boundaries. The participating
organizations are required to collaborate on asymmetric tgak operations such as: Crisis Response, Disaster
Recovery, Humanitarian Aid, Sustainment and Support Operations, Public Health and Safety, Stability Operations and
Homeland Security. The scope, complexity and frequency of these operations are presegtiificasit
communication challenges. The SOPES specification provides a core set of information patterns that have the
potential to bridge evolving community semantics and ontologies.

However, the SOPHESodellingprofile can be used to addreasformation requirements beyond the JC3IEDM. The
profile has bea recently integrated into the second version of the Unified Profile for DODAF and MODAF to extend
the abilities to architecture frameworks to specififormation sharing andnformation protection policies withinan
enterprise, system of systems systemsenvironment. Annex A to the SOPES specification describandllislling
paradigm

The modeling approach used in this specification describes a seuséble information patterns(buildingblocks)

for a structured information store; in this case the JC3IEDM. The approach is intended to specify the operational
policies for the composition, construction, processing and protection of information composites (or aggregates or
business objects)sathey are shared within and between operational nodes (e.g., systems, applications or services).

The approach encompasses the following architectural elements:

Contract ¢ A contract represents a grouping of semantics and information flow controls whietifgpa formal
information sharing agreement between two or more operational nodes or participants in a domain or community
(e.g., Community of Interest [Col]). Although provided and described in the approach, this element is not a
normative component oftis specification which seek to focus on the transactional information patterns for the
JC3IEDM, the contracts and semantics are deemed the purview of the operational communities such as MIP.
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Semantic¢ A semantic represents the build policy for an infotimma composite or data composite that is specified
as meaningful to participants (applications, systems and users) in a particular domain or community. Only exemplar
semantics are provided in this submission as guidance to the design and development doggnun

Transactional A Transactional represent the build policy for a reusable information building blocks, often realized as
business objects comprising the community logical data model, for which there is likely also an underlying
information or data tore; they maintain the referential and data integrity of that store. Transactionals form the core
of this specification.

Wrapper- A Wrapper directly maps to a data instance (e.g., row of data in a database application) in the logical data
model and the pysical data model.

Entity - An Entity is a Class mapping directly to the Physical Model specification for the underlying datastore.

Figure A.1 illustrates the proposed relationship between four architectural views of the UML Profile for DODAF,
MODAF, NABnd DNDAF (Q¥, O3, OV7, and SM. 1). These views combine to describe the flow and language of
communication within the enterprise, operational environment of system depicted by an architectural model.

The OV2 identifies the flows of Resources (matdyienergy, organization, services, and/or information) between
operational nodes which fall into the context of the architectural model. The flow of these need resources are
NBFEEAT SR 2y I aGaySSRftAYySé 0S0sSSy igd2 realird the 2itang® afiS NI
information-composites, which represent the aggregation of information and data elements described in tiig OV

and SVY11s.

The OV3 characterizes the flow of the information composites by specifying frequency, timeliness, sdfegua
quality, etc. for each information flow
(Information ~ Exchange  Requirements

OV-2 Operational Node Connectivity Description

[IERS]).

The modeling approach aligns information
exchange requirement or information
flows (OV3) through to the logical and
physical information definitions (G¥ and
SV 11 respectively). The models establish
policies (or rules) describing the logical
construction of composite information
from the information and data elements
defined in the OW/s and SM 1s. Each
subtended element is built into a
construction plan to systeatically provide
the information specified on the needline.
The models are intended to provide
traceability between the IERs and the
application logic used to combine
information and data elements of the
information stores.

The contracts group the semantiof the
community into information sharing
agreements. Providing a separation
between the agreements and semantically
complete informationcomposites makes

the semantics architecturally reusable l_[‘”“” e —|““"“' i
components. I : : T
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elements to be exchanged and how they are combined to meet the semantic requirements of the community.
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definitions SV1 1, the Data Model. At the semantic, transactional, and wrapper levels there may also be formal
domain rules and constraints that must be honoured by the parties to the contract.
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Figure A.2 Alignmert to the Zachman Framework

Database of Record (1)

A seprate alignment can be presented for other architectural frameworks. However, with the OMG's current focus
on the UML Profile for DODAF and MODAF it seemed reasonable to present the architectural alignment to the

related frameworks (e.g., DODAF, MODAF, ,NB¥DAF, PSAF and others). As an example the alignment to the

Zachman Framework is depicted in Figure 2 (above).

Later in the document the modeling approach will be extended to model domain filters and attribution which extend

the policy models for information tagged with security, Quality of service and other information considerations.

The following objectives are critical to developing the concepts for policy based information interoperability:

|l

=) =

= = =

A modeing profile based on UML;

o Explicitly capture, as part of architecture, the business rules for the export, transform and load
processes, which are typically embedded in middleware applications. These include:

Community semantics,

Data store transactions,
Transformationgre-usable data patterns),
Data suppression filters, and

Domain business rules.

O O O O

Assure that the concepts captured in the model enabled Model

transformations to executable policies, which were alterable in the openali environment;
Make the models useful and meaningful to stakeholders and users;

Alignment with evolving architecture frameworks;
Provide full traceability to requirements; and

Driven Architecture (MDA)
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1 Design for change.

In an object environment (e.g., OO DB or object layemppsrt objects can be used (with a single existence) by
multiple informationrcomposites (semantics and transactions) providing a highly efficient use of information.
Traditional approaches use a single information instance per composite causing increaseynaad processing

(e.g., data synchronization). Using the maitd S | LILINE | OK -RMWAIGSEYS 43t @SB Sy GdzLIR | G S
change (new instance of data/information) can initiate the

build and release of all transactionals and semantics if.., .o
which theelement is contained. User Exchange Syntax Applications

Within the context of data, information and knowledge

management, ontology is defined as an information Mmodektommuniy of interest Exchange Agreements N
describing a set of concepts within a domain of interest angmmu" of Interest Semantics

i X A Al - Community of Interest Exchange Syntax
the relationships between those concepts. This specificatiomommunity of Interest Exchange Protocols R
describes a set of information exchange concepts for ECN. ... iomation Buiising Blocks %

situational awareness and collaborative planning. The IEDM - Construction (Aggregation) Plans Information

. . . - Domain Filters EXChange
describes a set of information and knowledge patterns . consiuction Constraints Model
based on JC3IEDbbmpliant transactions and information (SOPES IEDM)

\ o >ommunity of Interest Taxonomy
elements (i.e., data entities). - Domain Business Rules
- ! S Lomai-y ahles Operational Data
The Information patterns (Chapter 10 and 11) describe: j?é’é”:‘a”ﬂ:“[::e‘f; (JC3IEDM)
T Individual information elements; - Data Structures & Relationships

i Classes: sets, collections, or types of objects;

1 Attributes: properties, features, characteristics,
or parameters;

i Relations: ways that objects can be related to
one aother, for data storage and in the construction of semantics (meaningful data object: this
specification); and

i Events (watch points): changes to the data environment (e.g., attributes or relations) that trigger an
exchange of information.

Figure A.3 SOPES IEDM Scope

The specificatip describes a set of policies for constructing and interpreting information exchanges using reusable
architectural components (information building blocks) aligned directly to commonly used architecture frameworks
aligned directly to commonly used architece frameworks as illustrated in Figure A.1 and Figure A.2.

The class models describe the policies (or rules) for processing information datasets; and aligning the datasets to the
underlying data schemas. The objective of the modelhree fold: 1) explicitly capture these key business rules as
part the enterprise and System architectures; 2) retain corporate knowledge and understanding; and 3) separate the
business rules from the underlying middleware application. Meeting thegectibes, this modeling approach
delivers auditable systems with increased interoperability, portability, and assurance.

As illustrated in Figure A.3, the semantics, transactionals and wrappers document a set of policies for the processing
of reusable infomational building blocks that align the information Exchange Requirements specified in an
information exchange requirements to the information schemas underlying the operational environment.

' a{SYlIyGuAO¢ NBLNBaSydGa I &rBaishatirfy oflidfofmatiomoBjécts §i.€,Midaiaked O 2
that is meaningful to the community (e.g., applications, systems, and users that form the context of architecture
Model). The semantic is the uppermost concept in the ontological structure. When edfdyg a system or
application, a semantic realizes a complete information object (e.g., message payload) that provides a clear and
consistent meaning for the community.

I a¢NIyalOGAz2ylfé ALISOAFTFASA (KS LI ff ee@able nBriatidlitkstseig), T 2 |
realized as information objects) derived from the underlying logical model and associated physical data store(s).
These plans form a set of informational building blocks that encapsulate semantics of the stores ardrakgsltior
semantic completeness. The Transactionals also assure a semantically consistent treatment of information as it
transitions in and out of the data store.
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understood by the data and information management communities. The base transactionals would encompass the
referential and data integrity of the datastore(s). The transactions are combined to complete the semantic
requirements ofthe community. When enforced by information systems and applications the transactionals realize
composite information sets needed to complete one or more semantics.

¢CKS @2 N} LIWSNRE F2NY GKS F2dzyRIFGA2Yy 27F (K SesentatiBrSdf A y 3
instances of information elements that can be held within a data store. Each wrapper represents a single instance (or
row of data) of data from the underlying store.

The models describe the policy (stepsaiprocess) for systematically constructing or processing fused information
sets (semantics). By definition the semantics ensure that the content exchange conforms to agreed community
information patterns or semantics. It is important to understand that thedels represent the specification for the
aggregation or marshalling informationit is not the information carried on the needline; the actual information
carried is referred to as an informatiexomposite.

Definitions:

i Construction or Build: The prose of aggregating information and data elements into their composite
structures.

1 Marshalling: The process of @ggregating information composites and storing the information and data
elements in their specified information or data stores.

The modeling promotes the reuse of subtended elements and composites:

i An InformationComposite at the Semantic level can be reused to fulfill multiple commitments (Contracts),
which use different messaging standards (e.g., National ABa@?HGold, MP PDU).

1 An InformationComposite at the transactional level can be reused within multiple transactional and
semantics.

i An informationElement can be reused in multiple InformationComposites such that a single change (i.e.,
new data) cascades through eachtbé informationComposites enclosing the element; resulting in the
updating of every contract and semantic
holding the data.

Information realized by
executing the construction
policy

Construction Policy
(Build Pian)

The model approach supports derive information
patterns (Figure 4)that enable concepts like event | | ,
driven global update of all InfmationComposite SIS, bl el i
enclosing single instances of data enclose in well

specified semantics.

- Roalizes -=-======3 e

<<Transactional>> Realizes
Transaction_1 -

Figure A.5 illustrates the basic modeling elements
used in the models and the meanings applied to them.
It is evident from the limited and stalard set of

modeling elements that the core concepts are not Er—— iR ‘
overly complicated and supportive of a broad | "' i
community of practitioners. | b | ‘

InformationSemantic_1 defines the process for building InformationComposite_1
Transaction_1 defines the process for building InformationComposite_2

Wrapper_1 defines a logical representation of InformationElement_1

Figure A.4 Realization of Information
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The modeling approach uses UML Class Diagrams t Class o

5 b 1 8| The "CLASS", basic concept in OO methodologies, is used to describe contracts,
identify all the subtended Classes of a Semantic or semantics, Transactionals, and Wrappers
Transactional. Thosa 1 SN2 U0 e LJSR | a a¢NIyalOuAzyl f ¢

are decomposed on a secondary class diagram. This 0

modeling style aids in the readability of the models bicthiris-podiniiragectibaiunnbeipmedotbasy s o ol I

and simplifies each model element. Typically, the

(’X 5 }\ | 3 N‘] Y b l Y S é Y | L] é K S é‘ L] K S 5 d 9 %r‘eq'stocwgonavc'}iéu%laderuiyalelaltnsrli.p(é.aenﬁkey
name Whether a Contract, eﬁ]antic or a ) = relationship) between two transactionals, or a wrapper and a transactional
Transactional. Again this is for readability and
publishing of the model.

The “Dependency Arc” is used to associale atiributes between classes, and to
include a semantic within a contract

\I‘[_‘ A “NOTE" is used to provide some description information to the reader of the
diagram

Core modeling concepts: contracts, semantic,
transactions and wrappers are included in the class
diagrams as class stereotypes (Figure A.6).

Constraint A "CONSTRAINT" is used to govern the navigation through the diagram.

Navigatingthe arcs of the class diagrams defines the

N
construction plans for each information aggregation ‘ Enclosing Arfact
(i.e., transactions and semantics).

Classes fall into two categories on each diagram: el | <cTansactonab> | o -
P — Transactional_0 N
1 Enclosing Class L Rockeltg focs
| Subtended (Support) Class WY -.‘|’ N
. . e . i ‘ identifier — -
Each class diagram identifies lipges (rules) for ¥ ) e
building reusable information composites in the [ <STamsseioras | <STrnsacionz> Trarsaciona>>
2 . - ransactional_ ransactional_2 ransactional_2
runtime environmentA.1.7.3 Enclosing Class
¢KS a9yOfz2aAiry3d /ftlaaé Aad GKS T20dzA w@Fwd RAFINFY | YR
ol 5 - Artifacts
encapsulates the policies associated with the

aggregation of information at runtime. Each  readingthe Diagram
q 4 q InformationComposite defined by Transactional_0 includes information defined by Transactional_1
EnC|OSIng C|aSSGS reahzeS an ObjeCt that enC|OS€‘S th&nda:ory provide all instances), Transactional_2 (mandatory, provide current instance) and
. . . Transactional_3 (optional, provide all available instances).
aggregate of information from each of its subtended

classes. Figure A.6 Modeling Elements

On the diagram, the enclosing class is the one to

which the white diamond symbol on the association

line is attached. The adeling style has one

enclosing class on each diagram, which typically shares the same name and the diagram title.

In a runtime environment, semantics and transactions are only instantiated in response to a data event, and only
persist for the period need® to construct or marshal the informatiecomposites specified. The information
aggregates, enclosing the information element / data event, are built in response to that data event.

Semantic and transactionals do persist their reference and policy datgerpat comprising the community
semantics. This informs the environment of the information instances active in the particular operational domain.
tKSasS StSYySyida INB LISNBAAGSR dzyaf SELIX AOAGEfE NBY2JS
persistence applies to both the semantic and transactional objects.

The information or leahode elements of the information patterns are persisted in the operational domain.

In each diagram, there exists one and only onelséby RSR Of I aa (KIFdG A& t1F06SftSR |
indicates that the class on the labeled aggregation holds data that identifies which instance data is included in the
build or aggregation. This information typically includes Database Kdysique Identifiers of some venue.
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can be Transactionals or Wrappers.

a¢ NBLINBaSyita iGkKz2asS O
da A aosihdagdre§dtion arg. Subtértled 8lss6e6

The aggregation arc is read with inverse logic. In the information (/data) environtieaenclosing Class only exists

if the mandatory sulgnded Classes exist. UML traditionalists would read the arc in the opposite direction. However,
the models describe a build or construction policy for aggregated information sets, which require the existence of
their subtended (support) classes to meet theemantic rules.

If mandatory subtended objects (identified through its multiplicity) do not exist, then the enclosing object cannot
form or build and the policy fails. If optional subtended objects (identified through its multiplicity) do not exist, the
the enclosing object builds with the information held by the existing subtended object.

As illustrated in Figure A.7, a single subtended element
can be contained by multiple enclosing classes. This <<Transactionai>> ‘ <<Transactional>>
specifies that a change in that subtended object cause _ rnsactional 1 Transactional 2
both enclosing objects to build at runtime. By cascading ‘

this concept, the models establish policy for event Q %
driven global update capabilityone data event cause 1 1
all semantics enclosing that subtended object to build

and, if meeting there semantic reqeiments, and be
released and fulfill ontological commitments of the

participating communities. 1 o

<<Wrapper>>
In addition. As illustrated in Figure A7 the Wrapper_1
containment arcs can contain a qualifier on the
association which acts as a fixed fileter during the
constructin (aggregation) of a dataset under the Figure A.7Single Instance Data
prescribed pattern. These filters restrict the the
collection of data to those datasets whose attribute
OWFGUNROGdziSbl YSQO KF& | @l tdzS 2F WLINRPLISNEI f dzSQo 9 @
aSt ToaSOdzNA (e[ SOST I' GdzyOf  8aAFTASRE ® CAf GSNR 0Ol dzt ¢
are used selectively include or exclude information m
instances based on specific domain value instances at et i el
runtime. aggregation to dil:;t:?;?g;zr\l};ﬁl teh)e specific domain

The formal SOPES Model provided in Section 10 does

not caontain qualifiers as they are used to refine the[  <<transactionai> <<Transactional>>
model to specific operational rejpements.  With Transacional 1 Ui
respect to the formal SOPES Specification filters wer

identified as extensible features. i
The dependency arc is used in the contract 1.2 0.r
specification to identify the relationship between the frvsis oy

contract and the semanticsiwhere a change in the
semantic affects the semantics of the contraet 4. I
resulting in the exchange of information. The arrow Figure A.f1 ¢ Addition of Filters
representing a dependency specifies the direction of a

relationship, not the direction of a process.
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Navigalle associations indicate that there is a relationship present between the associated entities in the underlying
data store. Where an association is made between a Wrapper class and a Transactional class it is understood that the
relationship exists betweethe Wrapper and the Identifier of the Transactional class.

¢tKSNBE SEA&aGa 2y FYyR 2ytée 2yS GARSYGATASNE 2y SIOK a8
subtended class that holds data elements needed for thestoiction of semantically complete information
composite. This class would contain, as a minimum, the base Global Unique Identifier (e.g., Database Key, foreign
keys or unique identifier) that would differentiate which transactional or wrappers (infommagiement instances)

are included in the construction of the composite (e.g., foreign key relationships).

Multiplicity is presented on the aggregations to identify:
1 The optionality of the subtended class;

i The number of informationnistances to be included in the construction of the information composite
specified by the composite class (e.g., transactional or semantic). The multiplicity of the composite class is
fglea amoe

Multiplicity Indicators

Indicator Meaning

0..1 Zero or one Optional

1 One only Mandatory
0..* Zero or more Optional

il One or more Mandatory
0..n Zero to n (where n > 1) Optional
1..n One to n (where n > 1) Mandatory

The Constraints, Figure A.8, govern ttenstruction for the composite information object. There are three areas
where the modeling includes explicit constraints:

1 Navigation constraint is used to constrain the inclusion of branches of the semantic tree based in specific
domain value instancestaruntime. Navigation constraints are primarily used when dealing with
generalizations in the underlying data model (e.g., to select a specific subtype). The use of variable based
constraints that apply only at runtime enables the selection of the speat#in at runtime- allowing for
variations in the semantic based on context. The OCL used in the models guide the inclusion of
aggregations in the construction sequences of the defined patters and not intented to ne executable.
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