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Challenge
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Common Definitions and
requirements

Diversity and Complexity of
Communities and legislative
mandate

Stovepipe Environments

IM Capability Maturity

Information Sharing Policy and
Security

Communication Networks

Communications Pathways

Perception of Dataand information
Quality

Data Ownership

Information (Data) protectionand

Security

Data Access and Release-ability

Trust and Security Practices

Real-world Dynamics

Situational Awareness and
Collaboration

Information Systems and networks

System Applicability

The diversity of the Public Safety Community makes it difficult to agree common definitions or specifications for many of the areas where
interoperability is desired:

e Situational Awareness;

e Tasking and coordination;

¢  Collaborative Planning; and

e  Decision Support.

The public Safety community comprises a diverse partnership between:

e GovernmentAgencies {Federal(34), Provincial/State, and Municipal);

Responders{e.g., Police, Fire Department and Emergency Medical Personnel);

Private sector agencies and personnel;

Non-Governmental Organizations {NGOs), and Private Volunteer Organizations{PVOs);

Military (Joint, land, maritime, air, space and coalition), Para-military and security agencies.

Each of these agencies responds to differentlegislative mandates and varies in its capacity to support the information sharing and
communications needs of an operation. Many do not have the resources to increase their IM/IT capacity to the levels needed to deliver
fully interoperability with their partner agencies.

The Governments of Canada and their associated agencies have evolved asynchronously; yielding multiple heterogeneous information
environmentsin terms of policy, practices, systems, applications and technologies. This diverse environmentis challenged to provide the
levels of interoperability needed to effectively respond to new or emerging threats to public safety and security.

Each PS agency executes its role based on the unique needs of its legislated mandates, information management and security policies and
goals. The extent ofinformation sharing between parties is restricted, often requiring written requests on a case-by-case basis, and
generally resulting in slow turnaround. In time sensitive situations where information must flow quickly from one agency to another to
avoid a disaster or preventa criminal or terrorist act, these bilateral proceduresare largely inadequate. Collaboration relies more on
established personal trust relationships than on operational procedures or interconnected and integrated information systems.

Data and Information management practices have not matured at the same pace as many other Information technology areas. Many
agencies do not have clear and accurate architecture and engineering control of their information resources. The trend to Commercial-Off-
The-Shelf (COTS) solution has resulting in a severe reduction in User understanding of their IM investments and the underlying information
assets.
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Thereis a perception that information protection legislation and policy prohibits interconnection and interoperability between
communication and information systems.

The communication {e.g., Radio and WIFI) and computer networks deployed by the governments of Canada are stovepipes focused specific
organization mandates, information sensitivity, and technology considerations. Alignment at the physical network (e.g., network protocols
andradio waveforms) needs to be addressed in advance of other interoperability objectives.

Decision makers are frustrated by an inability to obtain, update or disseminate essential information; both internally and externally.
Communication pathways within and between agencies are not seamless and often require direct human intervention. Information
carried on available communication links is often incomplete, difficult to interpret or structured in a manner that makes it difficult to use.
The general perception that government data often lacks the quality needed to make good decisions. Government data and information
management practices and systems must advance considerably if the information they provide quality information needed by decision
makers; as characterized by:
Accuracy: semantics to accurately convey the perceived situation.
Relevance:information tailored to specific requirements of the mission, role, task or situation at hand.
Timeliness: information flow required to supportkey processes, including decision making.
Usability: information presented in a common, easily understood format.
Completeness: information that provides all necessary (or available) information needed to make decisions.
Brevity:information tailored to the level-of-detail required to make decisions and reduces data overload.
Trustworthiness: information quality and content can be trusted by stakeholders, decision makers and users.
e  Protected: Informationis protected from inadvertent or Malicious Release
These perceptions are consistent with industry.
Current IM Practices and information systems are not designed to track the ownership of data or information as itin shared, processed and
used during its life-cycle. Ownership (source)is critical to developing a perception (trust, reliability, or usefulness) of information during
the course of an operation of planning exercise. Ownership s also critical to the identification and application of safeguards for the use,
application and protection of information and data elements.
Theidentification of the sensitivity of data sets (privacy, confidentiality and security) as it is marshalled into data stores, integrated, and
aggregated for use and sharing is a root cause in the current of many of the information management, quality protection and security
challenges faced by the governments of Canada.

Current IM systems are not designed to selectively aggregate and release information, and enforce established Memorandum of
Understanding (MOU), Policies (e.g., classification, sensitivity and privacy), and/or trust. In addition, the governments of Canada cannot
track and audit the release of data through specific MOUs and legislative mandates.

The security and information protection practices of governmentagencies vary widely. These differences inhibit the development of trust
relationship and underpin the reluctance of many executives to authorize the release sensitive information to collaborating partners.

There are many challenges and obstacles faced by public safety and security agencies, including first responders. Legislative mandates,
Jurisdictional roles and responsibilities and operational policies (including information security and privacy) and an lines of communication
{for situational awareness, planning and coordination) are not well defined, increasing the chance of a fractious and chaotic response.
Canada does not yet have a fully integrated multi-jurisdictional approach to emergency response that could enable better coordination,
collaboration and exchange ofinformation between key players at times of major emergencies and national crisis.

This implies that information systems and communication systems must have the capacity to adapt to changes in the context of the
operational environmentin near real-time, or the flow ofinformation will quickly become ineffectual. Currentlegislation, policy and
technology is challenged to address this operational need.

Information sharing pathways cannot be configured to address dynamic real-world events.

The governments of Canada do not currently have the ability to provide agencies and responders with quality information (Accurate;
Relevant; Usable; Complete; Brief; Trusted; Protected) to support core EM capabilities: situational awareness; collaborative planning and
decision support.

Currentinformation systemsare rigid and brittle and only provide limited: interoperability; information quality & availability; boundary
information protection and security; adaptability to dynamically changing operational conditions, legislation and policies.

Many IM/IT systems, applications and technologies developed for the public safety community are not fit for purpose. They are too
complex for, or do not easily adapt to, the operational environment, or practices of the user community.

The Emergency Management System Interoperability (EMSI)

(Emergency Management System Interoperability)

Community members will be provided access
to the EMSIF Knowledge Base through
GCpedia for Government of Canada Agencies
and a Web Portal for Provincial, Municipalities
and private sector agencies
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Framework Is intended to provided a single universally

accessible source of information, tools and best practices that
will enable the Emergency Management and Public Safety
Communities to Align capability and deliver Communications
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Dashboards and decision aids to support management and governance objectives.

EMSI Framework: Reguirements to Capability
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Limited leadership, planning collaboration within the EM community

{Minimal investment in Architecture, Information Sharing, Interperability and Adaptive Systems Capability}

Significant leadership, planning collaboration Across the EM community

{Executive Commitment to Architscture, Information Sharing, Interoperability and Adaptive Systems Capability}
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The EMSIF will provide metrics to assist |
community members assess their internal |
capability and their ability interoperate in local, |
regional and national operations. The metrics
are intended to assist stakeholders develop IM/ |
IT strategies and roadmaps that enhance |
municipal, provincial and national capability. |

Populating the EMSI Framework using Architecture Artifacts

Interoperability and Information Interoperability. This will

enable collaboration, situational awareness and coordination

during the Planning, Response and Recovery Phases of an -
operation.
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The EMSIF Architecture Framework
Aligns industry best practices In
Enterprise, System of Systems and
System engineering to provide the
Emergency Management and Public
Safety Communities with the ability to
collaborate in the development of
iInformation sharing and collaboration
tools. The framework and
commercial-off-the-shelf (COTS) tool
environments will enable partner
agencies to share requirements and
design information, deliver enhanced
capability and retain institutional
knowledge.
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EMSI Framework Vision Statements

Characteristics

Description

Alignment to GC Legislative
Mandates and Policy

Shared Governance Structure

Interoperability Systems and
Infrastructure
Security, Confidentiality and

Privacy

Evolution, not Revolution

Change Management
Off the Shelf

Dynamic and Agile Systems and
services

Standards and Publically
Accepted Specifications

Open Architecture

Interoperability Continuum and
Dashboard

Common Architecture
Framework

Work with stakeholders and legislators to structure a legislative, policy and regulatory framework enables the development and
delivery of interoperable information systems and processes that supportevolving operational requirements. Work to assure
delivered capability established the correctbalance between the need for decision makers have access to quality information and the
need of the GC to protect sensitive, private and classified data.

Establish a governance structure that informs, directs, coordinates, and monitors activities pertaining to the delivery of inter-agency
Emergency, Crisisand Major Event Management capability. The governance structures provide the community with the ability to
select or develop standards and specifications for the design, implementation (/acquisition) deployment, operation and maintenance
ofinteroperable capability.

Provide aroadmap for the delivery of interoperable systems {(communication, networks, Information systems and processes) across
the spectrum of EM activities: plan, prevent, detect, respond and recover.

Provide standards, practices and guidance that enable the development and deployment of interoperable systems; with the capacity
to operate within and across differing levels of security and information sensitivity. The specified capabilities incorporate capabilities
and services that enforce GC legislation, policy and regulations pertaining to the handling, processing and release of sensitive, private

and classified information.
Provide standards, practices and guidance:

e Thatprovides for a gradual alignment of agency system to a community-defined target architecture.
¢ Thataccommodates stakeholder priorities, budgets and funding cycles.
¢ Thatenables the exploitation of capability developments of other community partners, as well as the international community.

e Thatmaximises the preservation of legacy investments.
Provide practices and a knowledge base that allows stakeholders to rapidly adapt to changes in legislated mandates, policy,

threats and operational conditions.
Provide standards, practices and guidance that maximize the opportunity for stakeholders to minimized custom development in

favour of off-the-shelf capability.
Provide standards, practices and guidance that maximize system and operational flexibility, adaptability and agility; and their

ability to adapt to tactical, operational and strategic changes.

Identify and align (GC Profile) open community standards and publically accepted Specifications in order to:
e  Reduced Risk;

¢ Increased Durability;

e Increase Flexibility;

¢ Increased Quality; Achieve Vendor Independence;

¢ Increase Vendor Choice;

e Increased Competition;

o  Simplified Integration; and

® Increased availability of resources(e.g., SMEs).

If appropriately exploited, the benefits canyield a reductionin life-cycle costs and improved returns on investment (ROI1). Other
references: which describe similar benefits related to the adoption of open standards and technologies.
Promote open architecture practices standards to facilitate the addition, replacement and swapping of components to enhance EM

capability without major modifications to interfacing systems, applications of services.
Provide the community with a defined continuum of interoperability through which individual stakeholders can assess and report

there ability to interoperate with partner agencies across specified capability domains:

e Communication Interoperability (govemance, process and procedures, technology [data and voice communications], exercises’
and training and usage);

¢ Information Interoperability (governance, process and procedures, information management, technology [information protection,

information sharing, and communications and networks], architecture, exercises’ and training and usage)
Provide standards (e.g., TOGAF, DODAF and UPDM), practices and guidance that enables the capture, maintenance and sharing of

architecture and engineering data that enables enhanced levels of governance, certification and accreditation, rationalization,
capability portfolio management.
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Roadmap Elements

- Continued Evolution of EMSIF (e.g., Metrics, Assessment Guide, ...)
- Support and Mentoring for Early Adopters

- Domain Meta Models (e.g., Information Exchange, SA, other)

- Open Standards

- Capability Prototypes

Alignment of EMSIF Elements

\"4

The EMSIF will support the planning,
delivery and support of enhanced
Emergency Management Systems and
Interoperability (communications,
technical and information)
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